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Introduction

Ruckus ICX switches running Fastiron software support Network Access Control features, including IEEE 802.1X, MAC authentication,
and Web authentication. These authentication methods can be used to address various use cases in granting network access to users
and devices.

The Flexible Authentication feature, or Flex Auth, provides the flexibility to use authentication methods such as 802.1X and MAC
authentication. Both mechanisms can be used in a configurable sequence for additional flexibility, depending on the use case of
authenticating a user or a device or a combination of both. This flexibility also helps to reduce authentication traffic, and provides a
common configuration set that can be used across all ports on a switch regardless of the clients connecting to it.

Flexible Authentication allows the network administrator to set the sequence of authentication methods to be attempted on a switch port.
The Brocade Flexible Authentication implementation allows each client connected to the same switch port to have a different network
policy (such as a dynamic VLAN or ingress IPv4 ACL). This implementation is achieved by using MAC-based VLANSs that allow the
creation of VLANSs based on MAC addresses instead of the traditional method of port membership.

Web authentication is a sought-after authentication method opted for by various market segments, such as hospitality, enterprises,
higher education, and so on. Web authentication can be used in conjunction with Flexible Authentication (a combination of IEEE 802.1X
authentication and MAC authentication) or as a standalone authentication mechanism. When a guest user attempts to access a web page
for the first time, the user is redirected to a web login page to enter credentials and confirm identity. Upon successful authentication, the
user is directed to the requested web page. With the growing market trend toward Bring Your Own Devices (BYOD) such as mobile
devices, laptops, and so on, it is essential for companies to address client onboarding in as seamless a way as possible. Ruckus
Cloudpath provides best-in-class service for client onboarding in conjunction with Ruckus ICX switches.

Purpose of This Document

The purpose of this deployment guide is to provide an understanding of Flexible Authentication and the steps required to successfully
configure and deploy a strong set of authentication schemes suitable for your network. This guide describes the following use cases:

+ Dynamic VLAN and ACL assignment with MAC authentication
Dynamic VLAN and ACL assignment with 802.1X authentication
«  Guest VLAN with external captive portal
«  Authentication of a phone and a PC on the same port using Flexible Authentication

Authentication of a phone, PC, and guest user using Flexible Authentication
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802.1X Authentication

The 802.1X-based authentication is a standards-based implementation, and it defines three types of device roles in a network:
Client/Supplicant
Authenticator
Authentication Server

Client/Supplicant—The devices (for example, desktop, laptop, and IP phone) that seek to gain access to the network. Clients must be

running software that supports the 802.1X standard. Clients can be directly connected to a port on the authenticator, or they can be
connected by way of a hub.

Authenticator—The device that controls access to the network. In an 802.1X configuration, the Brocade device serves as the
authenticator. The authenticator passes messages between the client and the authentication server. Based on the identity information
supplied by the client and the authentication information supplied by the authentication server, the authenticator either grants or restricts
network access to the client.

Authentication Server—The device that validates the client and specifies whether the client may access services on the device. Brocade
supports authentication servers that run RADIUS.

Message Exchange During Authentication

For communication between devices, 802.1X port security uses the Extensible Authentication Protocol (EAP), defined in RFC 2284.
The 802.1X standard specifies a method for encapsulating EAP messages so that they can be carried over a LAN. This encapsulated
form of EAP is known as EAP over LAN (EAPOL). During authentication, EAPOL messages are exchanged between the client/
supplicant and the authenticator, and RADIUS messages are exchanged between the authenticator and the authentication server.
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802.1X Authentication

FIGURE 1 Message Exchange Between the Client, Authenticator, and Authentication Server
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In this example, the authenticator (the ICX switch) initiates communication with an 802.1X-enabled client. When the client responds, it is
prompted for a username (255 characters maximum) and a password. The authenticator passes this information to the authentication
server, which determines whether the client can access services provided by the authenticator. If authentication succeeds, the MAC
address of the client is authorized. In addition, the RADIUS server may include a network access policy, such as a dynamic VLAN or an
ingress IPv4 ACL, in the Access-Accept message for this client. When the client logs off, the MAC address of the client becomes

unauthorized again.
A client may fail to be authenticated in various scenarios. The following scenarios and options are available to place the client in various
VLANSs due to authentication failure:

Guest VLAN

Critical VLAN

Restricted VLAN

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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How Flexible Authentication Works

Guest VLAN—The client is moved to a guest VLAN when it does not respond to the 802.1X requests for authentication. It is possible
that the client does not have the 802.1X authenticator loaded and thus needs some way to access the network to download the
authenticator. The administrator can configure the guest VLLAN with such access and other access methods, as required.

Critical VLAN—There may be scenarios in which the RADIUS server is not available and authentication fails. This can happen the first
time the client is authenticating or when the client re-authenticates. In this situation, the administrator can decide to grant some or the
same access as the original instead of blocking the access. This VLLAN should be configured with the desired access levels.

Restricted VLAN—When authentication fails, the client can be moved into a restricted VLAN instead of failing completely. The
administrator may decide to grant some access in this scenario instead of blocking the access. This VLLAN should be configured with the
desired access levels.

For more information about 802.1X authentication, refer to the Brocade Fastiron Security Configuration Guide.

MAC Authentication

MAC authentication is a mechanism by which incoming traffic originating from a specific MAC address is forwarded by the Brocade
switch only if a RADIUS server successfully authenticates the source MAC address. The MAC address itself is used as the username and
password for RADIUS authentication; the user does not provide a specific username and password to gain access to the network. If
RADIUS authentication for that MAC address succeeds, traffic from that MAC address is forwarded.

If the RADIUS server cannot validate the user's MAC address, it is considered an authentication failure, and a specified authentication-
failure action can be taken. The format of the MAC address sent to the RADIUS server is configurable by way of the CLI. MAC
authentication supports the use of a critical VLAN and a restricted VLAN, as described in 802.1X Authentication on page 7.

For more information about MAC authentication, refer to the Brocade Fastlron Security Configuration Guide.

Flexible Authentication

Flexible Authentication allows the network administrator to set the sequence of the authentication methods to be attempted on a switch
port. Flexible Authentication supports two methods: 802.1X authentication and MAC authentication. By default the sequence is set to
802.1X followed by MAC authentication.

How Flexible Authentication Works

The following flow chart explains how Flexible Authentication is implemented in Fastlron. 802.1X is attempted first. If the client is not
802.1X-capable, MAC authentication is attempted.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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How Flexible Authentication Works

FIGURE 2 Default Sequence: 802.1X Followed by MAC Authentication
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When the sequence is set to MAC authentication followed by 802.1X:
« MAC authentication is attempted first. If it succeeds, the 802.1X method is also attempted.

If MAC authentication succeeds, the 802.1X process can be skipped by using a RADIUS vendor-specific attribute (VSA) called
“Foundry-802_1x-enable” for the MAC authentication process. If this attribute is present in the RADIUS Access-Accept
message during MAC authentication and the value of this attribute is set to 1, 802.1X is not attempted for the client.

If MAC authentication fails, 802.1X is not attempted and the configured failure action is taken. However, the administrator can
configure the dot1x-override command to allow the clients that failed MAC authentication to authenticate by way of the 802.1X

method.

10
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FIGURE 3 MAC Authentication Followed by 802.1X
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Platform Support for Flexible Authentication

Fastlron 08.0.60 supports Cloudpath with the following platforms:

+ ICX 7150
+ ICX 7250
+ ICX7450
+ ICX 7750
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Configuring Cloudpath for RADIUS, HTTP, and Clients

Configuring Cloudpath for RADIUS, HTTP, and

Clients

1. Loginto the Cloudpath server.

12

—

udpath

(C ;.-‘l:_l ::]_p': th

* Dwshboard

Welcame:
Frovan. o garars v o #a|
e

Corrritions
Elaroarss oLt conacsionn
Enrcliments

Firmirw rvpirants, mihaeg e
sl i Data B
B ke

Users B Davices

B s oo devom,
cicing VAL regasasons.
Cartificates

Bl e carticaten
Motificationg

Elaroars gevain. A5 arwain|
PR, A vt

Evant Responss
Frovwden Sha sty i marage

BTmaN i batch it wagond &
arecrs s

Cloudpath £S5 | Brecads

Ep-c BN crevdpatnes x

Cloudpath ES

S1

Email Address:

ichasdrag brocada.com

Pasgword:

After login, the welcome page is displayed.

Peo-c B crosspatn £5

Welcome to the Cloudpath ES

Clowdpath ES provides a single point-of-entry for devices entering the network enwironment. The Automated Device Enablement [ADE) approach gives
netwerk administrators control by blending traditicnal employes-centric capabilities [Active Directory, LDAP, RADIUS, and Integraticn with Microsoft
CA) with guest-centric capabilities (spansorship, email, SMS, Facebook, and more].

Getting Started

Usa this beft manu tabs to begin satting up wour workdlow cordiguration,

wisoma TE

« The Dashboard tab displays reporting information about the - —— A H
—y Sample Corporation
enrcliments, users, devices, certificates, and more.

The Configuration tab sllows you to configure and deploy the
anroliment workfiow, including the look & fael and the device
configuration,

From the Sporscrsiug tab, you can manage vouchers and voucher
lists, and customize the look & feel of the sponsorship portal.

From the Cernifcale Auhonty 1ab, vou Can manuslly generate

certificates, view certificate details, rewoke certificates, manage the D e ] e

characterlstics of certificates to be ksued, and manage certificate ey e W —

authorities (Cas). B ==
« The Acdinisiration tab allows you to manage administrator sccounts, ]

swstem services, diagnostics and legs, and system updates.

The Suapart tab provides sccess to the Quick Start Guide and sewversl
Setup Guides to help with common configurations along with Bcensing information.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
53-1005026-02



Configuring Cloudpath for RADIUS, HTTP, and Clients

2. Navigate to System Services and check for the web server configuration. In this deployment guide, HTTP is used.
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Configuring Cloudpath for RADIUS, HTTP, and Clients
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3. Navigate to Configuration > RADIUS Server > Status and check for IP Address: cloudpathsga.englab.brocade.com (Domain/IP

address defined), Authentication Port 1812, Accounting Port 1813, and Shared Secret "Foundry1".
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Configuring Cloudpath for RADIUS, HTTP, and Clients

4. Navigate to Configuration > RADIUS Server > Clients and add the NAS IP Address of the switch, the COA shared secret key,
and enable the COA option if required.
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Use Case 1: Dynamic VLAN and ACL
Assignment with MAC Authentication

CloudpPath CoONFIGUIATION......cccec bbb
Switch Configuration ...,
Switch Show Commands and Syslog Information
CloUAPRAN INFOIMNEHION. ......eee bbb

The following example uses MAC authentication for authenticating a client and then dynamically assigns a VLAN and ACL after a
successful authentication.

Client PC1
The MAC address is a036.9f6e.2d9f.
After authentication:

- The client should be placed in VLAN 300.
- Incoming traffic from the client should be filtered by ACL "acl1".

NOTE
The administrator can apply a policy such as a VLAN, an ACL, or both from the RADIUS server depending on the network

design and its implementation.

FIGURE 4 Example of Assigning a Dynamic VLAN and ACL with MAC Authentication

CloudPath Server : 10.21.240.60
Success Reply Attributes:
VLAN : U:300
ACL: ip.acll.in

E1/1/10
ICX-Switch
10.21.240.23
E 111
[
p—
PC1

MAC Address: a036.9f6e. 2dof

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

Cloudpath Configuration

1. Navigate to Configuration > Workflow, and select + Add new workflow.

Cloudpath ES | Brocade

Tloudp

oudpath

+ Dashboard

~ Configuration Create Workflow pe—

Worlflow

Specify the process and the
requirements for end-users
accessing the netwaork.

MName:

Description:

Deploy

Specfy where end-users access
the enrcliment wizards.

+ Enabled:
Advanced

Device Configurations Sample Data
RADIUS Server

Authentication Servers

Firewall & Web Filter Integration
MAC Registrations

AP Keys

I » Sponsorship I

I b Certificate Authority I

< Include Demo Data: [ |

I + Administration I

¥ Support

2. After creating the new workflow, click the Get Started button to select the steps for the workflow.

A workflow defines the sequence a user must go through to register and connect to the network. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/or device.

Each item below represent a step within the process. To add additional steps, click the insert arrow on the left side
of row.

Let's Get Started.

This is where we define the workflow the user goes through to get
on the network. Typically, the first step is to add an Acceptable Use
Folicy, followed by an authentication to Active Directory, LDAR, or
AAA. The last step is normally to configure and connect the user to

the secura network.,

Get Started

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

3. Select the appropriate steps required to configure the workflow.

Cloudpath ES | Brocade

Cloudeath

Workflow: Primary Workflow

+ Dashboard

+ Configuration What type of step should be added to the workflow? | cancel || Mext= |
Workflow

Specify the process and the (O] Display an Acceptable Use Policy (AUP).

requirements for end-users

sccessing the network. Displays 2 message to the user and requires that they signal their acceptance. This is normally used for an acceptable use policy

Deploy (AUP) or end-user license agreement (EULA).

Specify where end-users sccess

the enroliment wizards. . . . .

(@) Authenticate to a traditional authentication server.

Advanced
Device Configurstions Frompts the user to authenticate to an Active Directory server, and LDAP server, or a RADIUS server.
RADIUS Server
Authentication Servers
Firewsll & Web Filter Integration @] Ask the user about concurrent certificates.
MAC Registrations
AR Keys

» Sponsorship

Split users into different branches.

» Certificate Authority

» Administration Craates a branch or fork in the enrcllment process. This can occur (1) visuzlly by having the user make a selection or (2] it can occur

autematically bazed on criteria associated with each option. For example, a user that salacts "Guest” may be sent through a different

» Support process than a user that selects to enroll 2z an "Employee”. Likewise, an Android device may be presentad a different enrellment

sequance than 2 Windows devica.

(@) Authenticate to a third-party.

Prompts the user to authenticate viz 2 variety of third-party sources. This includes internal O&uth servers as well as public OAuth

servers, such as Facesbook, LinkedIn, and Google.

(@) Authenticate using a voucher from a sponsor.

Prompts the usar to enter 2 voucher praviously received frem a sponsar, The sponsor generates the voucher via the Sponsor Portal,

typically before the usar arrives onsite.

(@) Perform out-of-band verification

Sends the user a code via email or SMS to validate their identity,

@] Request access from a sponsor.

Prompts the user for 2 sponsor's email address and then notifies the sponsor. The sponsar can accept or reject the request via the

Sponser Portal.

Register device for MAC-based authentication.

Registers the MAC address of the device for MAC authenticaton by RADIUS, This is used for two primary use cases: (1) to authenticate
the device on the current SSID wia the WLAN captive portal or (2] to register 2 device, such as 2 gaming device, for a PSK-basad

SSID. In both cazes, the MAC address will be captured and the device will be permitted access for a configurable period of time.

(@) Display a message.

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

The workflow for registering the MAC address is displayed.

Ocm P o

g dex=1 A o- ¢ || B Cloudpath s x| ‘ o v &

Cloudpath ES | sroce O @ rogou

Cloudpath e Ve [Workton okt | gt x

+ Dashboard A workflow defines the sequence a user must go through to register and connect to the network. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/er device.
~ Configuration
Each item below represent a step within the process. To add additional steps, dick the insert arrow on the left side

Waorldlow

Speciy the process and the 4 ™

users

sooessing the network. ‘ Step 1: ‘ Require the user to accept the AUP Acceptable Use Policy =Y |
Deploy

Spacty where end-sers scoess ‘ E— ‘ Al match N |
it il i matches in: [ 5021 ‘ X Mac-Auth | Webauth
Advanced

Davioa Corfgurations

RADIUS Server ‘ Step 3 ‘ Prompt the user for credentials from Brocade DB FraQ |
Authenteation Senvers

Firaurl & Web Fite Integration

A”';fé?"“”“ ‘ Step 4 ‘ Register the MAC address for Wired Mac Auth 1. 7 x |
» Sponsarship ‘ Result: ‘ Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert... g |
» Certificate Authority

\ vy
» Administration
» Suppart

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

4. Modify the MAC registration by configuring the authentication success and failure reply attributes.

/i Iouclpath:qa.englab.brocade.com_-"aclmin--.\.-c|'P:FIc:-.\.-.-'regizt'ratic:n-".".'c:l'lcflc;\\.-PIugin-EBGBlFH-C404—4821—9C1E—595DBQ L~-c |i m Cloudpath ES

muth

¢ Dashboard

Workflow: Primary Workflow

Brocade

~ Configuration

Worldlow
Specify the process and the
requirements for end-users
accessing the network.

Deploy
Specify whare end-users sccess
the enroliment wizards.

Advanced

Device Configurations

RADIUS Server

Authentication Servers

Firewsll & \Web Filter Integration
MAC Registrations

AP Keys

¥ Sponsorship

» Certificate Authority

» Administration

¥ Support

Modify MAC Registration

Reference Information
< Name:

~ Description:

Registration Information

SS5ID Regex:
+ Expiration Date Basis:

 Offset:
Behavior:

+ Config Shortcuts:

Redirect URL:

+ Use POST:

+ POST Parameters:

+ Allow Continuation:

+ Kill Session:

Authentication Attributes

Success Reply Attributes:

Failure Reply Attributes:

| cancel || save

| Wired mac auth 1

Days Aftar [+

[1

=

| Alvays redirect to authenticate user.

‘When the RADIUS suthentication is successful, an Access-Accspt will be returned to the 'WLAN ar

wired infrastructure. If additional attributes are specified here, they will also be included in the rply.

| Tunnel-Type (integer) |12 | %

Tunnel-Medium-Type (integ

X X X

iltar-1d {string)

+

‘When the RADIUS zuthentication is unsuccessful, an Access-Reject will be retumed to the WLAN or

wired infrastructure. If additional attributes are spedfied here, the reply will be an Access-Accept

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

P-ao H B Cloudpath £S

Cloudpath ES

Brocade

- ‘ ‘

5. Navigate to Configuration > MAC Registrations to view the configured success and failure attributes.

Cloudpath e
MAC Registration Lists
» Dashboard The entries below represent MAC registration databases, Each database has its own policies. When a device is
registered, it is assigned to one of the databases.
~ Configuration
' g
Worldflow - List 1 MAC registrations vis Wired Mac Auth 1 s O]
Specy the process and the
recqiraments for end-users
sccassing the network. Name: Wirzd Mac Auth L
Deploy Status: Q) Used In workfiow & RADIUS.
Specy where end-users sccass
the enrolimert wizards.
Success Reply Attributes: Access-Acce;

Advanced oY "

Tunnel-Type: ‘13
Devics Confgurstions )
RASIOE Samer Tunnel-Vedium-Type: '6
Authenbestion Servers Tunnal-Private-Group-1d: ‘U300
Firewall & Web Fiter rtegration Fiter-1d: ip.aclt.in
MAC Registratons }
ey Failure Reply Attributes: Access-Reject
» Sponsorship Options: [ Dourlcad Tempiate | [ Import |
» Certificate Authority

. v,

» Administeation
» Support

Navigate to Configuration > MAC Registrations > Options, click Download Template, and add the MAC addresses of the
clients and the expiration dates for those clients.

E H 6 =

FILE HOME INSERT

PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER POWERPIVOT
% ECallbrl ';11 - A 0 = = — "b’?" %WrapTu‘t ;General m
EIE = |5 = L
Paste & 2 @ 5 = = = = 3= | = % 0O 0 0o Conditional
e o B & U & ﬁ = = = = = Merge & Center $ Y% ] o 3.0 Farnaiting»
Clipboard [ Font ] Alignment [ Mumber [
s i (X v
A B, C, D 7E7 F G
1 |MAC Address Expiration Date Username Email Device Name Location
2 |00:00:00:00:00:00 4/4/2015 bob bob@test.cloudpath.local Test Device Test Location
3 |a0369fee2daf 4/4/2017 Jagadeesh jchandra@brocade.com  Test Device SJ-HQ
=
5

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Configuration

7. Import the updated template.

Upload MAC Registrations x
Selact the file of MAC addresses to import.
IC:"-.Users‘-.jcha ndra'\Downloads\mac_template [1).xlsx Browse...
Cancel Continue
r

After uploading the imported template, the MAC addresses are registered.

Cloudpath ES | Brocade ) B vogout

MAC Registration Lists

| J 2 MAC addrasses were ragistared via the uploaded file. |

The entries below represent MAC registration databases. Each database has its own policies. When a device is
registered, it is assigned to one of the databases.

8. After allowing any changes in Cloudpath to take effect, navigate to Configuration > Deploy > Create.

o B i/ Iab brocade.com/ Vlocations/ P - & B Cloudpath E5 x

Clowdp

ou pﬁ’rh

Cloudpath ES | srocade O @ rogoum

Deployment Locations

+ Dashboard A deployment location represents a URL to where o workflow is deployed. Multiple locations may be used for a

variety of reasons. For example, a production configuration may be deployed to /production, and a test R
~ Configuration configuration may be deployed to /test. [ Add Location |
Workflow -
Gpacty e process and e w  Location 1: Production U
recsiraments o sndusers
‘acoessing the network. + Enrollment Portal: http://cloudpathsaa. enalab. brocade .com:

o lab.brocadk (G )

Deplay
Specify where end-users acoess WLAN Redirect URL: loby.b d
T Passpoint OSU URL: 7 Jab.brocade
Advanced Portal: Jab.brocad:
Devioe Confgurstons
RADIUS Sarvar
Authentication Servers. G0 To: | User Experience | [ Sponsor Portal | [ Get QR Code | [ Explain Chrome Setup
Frewsl& Web Filer tegraton

MAG Registrations

AT e Snapshot Configuration Version Timestamp.
(e QX @ | Snapshorss Drimany Waridian 5.0.607 | 20170301 1003 PST ‘
» 5y sorshil
e axo ‘ Snzpsher 62 Primary Workdlow 5.0607 | 20170301 0929 ST ‘

» Certificate Authority

0607 ‘ 20170227 0704 PST ‘

‘Q X O | Snapsher a2 ‘ ‘ Primary Warkfou ‘
L dmintraten ‘Q X0 ‘ Srapshor 61 ‘ Brirmary Wordlon ‘ 50607 | 20170227 0855 PST ‘
» Support [ax0 | smsheso | Prirmary Workfors | sosr | anzozzrossr et |
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Switch Configuration

9. Create a new snapshot.

Create New Snapshot? x

A Are you sure that you want to create and activate a new snapshot?

Workflow: | [N R |

Wizard 'lul'ersinn:| 5.0.607 {Newest)

The URL below will be used by end-users during enrollment. It is important that this URL is
correct for communication from the end-user to the system. &lso, if HTTPS, it is important
that the web server certificate and DNS are properly configured. Incorrect setup of this URL
may lead to 404 NOT FOUND errors during enrollment. If the end-user i1s accessing the
system through a load balancer, this most likely should be the DNS handled by the load
balancer.

URL: http://cloudpathsga.englab.brocade.com/enroll/Brocade/Production/

K] Remove oldest inactive snapshot if 5 exist,

Cancel Create

Switch Configuration

|
vlan 2 name AUTH-DEFAULT by port
|
vlan 300 name MAC-AUTH by port
tagged ethe 1/1/10
|

authentication

auth-default-vlan 2

mac-authentication enable
mac-authentication enable ethe 1/1/1

|
aaa authentication dotlx default radius
radius-server host 10.21.240.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
|
ip access-list extended acll

permit ip any any

|

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Switch Show Commands and Syslog Information

Switch Show Commands and Syslog Information

ICX-Switch#
SYSLOG: <14> Mar 1 17:36:25 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <13> Mar 1 17:36:26 ICX-Switch MAC Authentication succeeded for [a036.9f6e.2d9f ] on port 1/1/1
SYSLOG: <13> Mar 1 17:36:26 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 300 as MAC-VLAN member
SYSLOG: <13> Mar 1 17:36:26 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 2 as MAC-VLAN member

ICX-Switch#show mac-auth sessions all

Port MAC IP(v4/v6) VLAN Auth ACL Session Age
Addr Addr State Time
1/1/1 a036.9f6e.2d9f 10.21.80.226 300 Yes Yes 6 Ena

ICX-Switch#show vlan 300
Total PORT-VLAN entries: 7
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name MAC-AUTH, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (U1l/M1) 1
Monitoring: Disabled

ICX-Switch#show mac-authentication ip-acl all

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
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Cloudpath Information

Cloudpath Information

1. Navigate to Dashboard > Users & Devices and click MAC Registrations to verify the MAC authentication.

O - & | [l Cloudpsth ES

e (1
Thoudp

oudpath

Cloudpath ES | Brocade

MAC Registrations

~ Dashboard Filters: ] Show acive. [ Show revoked. [] Show expired.
Welcome
system. Q actve A0:36:5 p com 20170301 1232 PST 20170404 0000 POT Wired Mac futh 1
Cannections Q cive 00:24:04142:88:24. O024caizoba 20170243 2036 BT 20200405 0700 POT Wined M Bt £
Reiaw current comnections Q acive AD:36:5F-6E2DiF a03eseazast 20170243 2022 BST 20200405 6700 POT Wired Mac futh 1
Enrollments. Q cive 00:24:04142:88:24. O024caizob2 20170243 2022 BT 20200405 6700 POT Wired Mac futh
Revaw avaimans neuing e Qa acive 00:26:02102:88:24. Oo2acasasbas 20170213 2018 PST 20200405 0700 POT Wired Mac futh 1
p——— a e £0:3815F:6E124:38 aosesfszass 20161228 2011 pST 20200405 0700 POT Wired Mac futh 1
a acive £0:3615F6E 1100 aozesfeaifdo 20161228 2011 pST 20200405 0700 POT Wired Mac futh 1
Users & Devices
S a acive aosesfesadst 20161228 2011 pST 20200405 0700 POT Wired Mac futh 1
inclucing MAC regesratons. Q e acaksferifee 20161220 2311 PST 20200405 0700 POT Wired Mac futh 1
Certificates Q Acive a036sfcezast 20161220 2311 PST 20200405 0700 POT Wired Mac futh 1
Reviewissued certfcates. Q ave ac36sfea1fd0 20161217 0121 PST 20200405 0700 POT Wired Mac futh 1
Notifications Q Acive AD:2619F:SE 2017 a036sfcezast 20161217 0121 PST 20200405 0700 POT Wired Mac futh 1
Reviewemais, SHSes, scheduled a actve AD: 2619565 1F1D0 jehandra@brocade.com 20161217 0120 PST 20200405 0700 POT Wired Mac futh 1
event logs.
= Q Active A0:36:5F:6E:2D:5F jechandra@brocade.com 20161217 0120 PST 20200405 0700 POT Wired Miac fuch
Event Response Q Acsive 20:36:5F6E:1F00 jechandra@brocade.com 20161217 0115 PST 20200405 0700 FOT Wired Mac Auth 1
Provides the sl to manage
scoess inatch o resperd (o .
e e Results 1- 150f 16. & 8] A &
+ Configuration
+ Sponsorship
} Certificate Authority
+ Administration
» Suppart

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
26 53-1005026-02



2. Click the search button of the MAC address to view MAC registration details.

b.brocade.c

g f 28 /view

0O~ ¢ | B Cloudpath E5

Cloudpath ES

Bracad

(C_|$a—p\u’rh

MAC Registrations

Cloudpath Information

. =@ % |
. AR o .
{ & ve 8

Review curtent onneciions. ¢ Status:  valid through 20170404 0000 POT [ Revoke |

Enrollments ¢ MAC Address:  A0:36:57:6E:20:9F

Revienr enrolmens, including the

sssociated user. device, and
ifcate informat

* Username:  jchandragérocads com

- Local

sHY
Users & Devices ssto(s):
Revieur users snd devices

including MAG regisrations. Registration Date: 20170301 1232

Centificates * Expiration Date: 20170404 0000
Raview issued cartfostas.

+ Last Seen Timestamp: 20170301 1237

Notificat

Review emails, SMSes, scheduied
t ogs.

+ Identity Information
Event Response

Frovidas the saiity to manage “Username:  jehancrs Ghrocads com

acoass in bateh to respond fo

Email:  jehanéra@irecade com

* Blocked Status: No. (@ |

Distinguished Name:  type=acmin,

» Configuration =ichandra@brocade.com

» Sponsorship Authentication Server:  Graczée DB
b Certificate Authority
~ Device Information
+ Administration
Device Name:  TestDevice

» Support

+ All Registrations By MAC Address

Status. [——T— MAC Address

\ R Q ‘ ‘Valid through 20170404 0000 POT ‘ Wired Mac Auth 1 ‘ A0:36:5F 6E:2D:5F ‘ jchandra@hrocade.com
| Creme)Q | veidehrough 20200405 0700 P07 | wirec wac auth 1 | sozsisrissamise | sozssiscacst

| Chmmm)Q | vebdthrouh 200405 o700 poT || wires wac st 1 | sosoresmisr | snassisenst

| Emay@ | eersdon ez asmesst || wirea Mac s 1 | | erendrmesrocacecom
| mmoQ | eertomem e || wired s ush 1 | | ichendre@brocace.com
| CRema)Q | veiddhough 20200405 6700 poT || wirea Mac s 1 | roasismiezmier | svea

| CReme) Q| Vebetheun 20200605 0700 P07 || wired s ush 1 | nossiseezamise | sosesieendst

‘ (Revoke ) Q ‘ ‘Valid through 20200405 0700 POT ‘ Wired Mac Auth 1 ‘ AD: ‘ jchandra@brocade.com
| cmmm)Q | veidshrough 20200405 0700 pOT | wirec wac Auth 1 | sz isemise | ichandra@brocade.com

Creation Dace
20170301 1232 pST
20170212 2022 pT
20161228 2011 pT
20161220 2224 pT
20161220 7313 p5T
20161220 2311 pT
20161217 0121 p5T
20161217 0120 pT
20161217 0115 pST

Expiration Dot
20170404 0000 PO
20200405 0700 pOT
20200405 0700 pOT
20161221 2334 pT
20161221 2313 pST
20200405 0700 pOT
20200405 0700 pOT
20200405 0700 pOT
20200405 0700 POT

~ Dashboard

welcome View MAC Registra =
system.

Cannections ~ MAC Registration Information

Last Seen
20170301 1237 pST
20170227 0634 pST
20170213 2019 PST
20161220 2237 pST
20161220 2333 pST
20161228 2000 PST
20161220 2308 pST
20161217 0120 PET
20161217 0119 PST

Fermitted SSID{s)
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Use Case 2: Dynamic VLAN and ACL
Assignment with 802.1X Authentication

CloUudpPat CoONFIGUIATION ..ot
Switch Configuration ...,
Switch Show Commands and Syslog Information
CloUARAN INFOIMNGHON.......eee s

The following example uses 802.1X authentication for authenticating a client and then dynamically assigns a VLAN and ACL after a
successful authentication.
Client PC1

Username: jchandra@brocade.com

Password: Foundry1#

After authentication:

- The client should be placed in VLAN 300.
- Incoming traffic from client A should be filtered by ACL "acl1".

NOTE
The administrator can apply a policy such as a VLAN, an ACL, or both from the RADIUS server depending on the network

design and its implementation.

FIGURE 5 Example of Assigning a Dynamic VLAN and ACL with 802.1X Authentication

|

E 1/1/10

CloudPath Server : 10.21.240.60
Success Reply Attributes:
VLAN @ U300
ACL: ip.acll.in

ICX-Switch
10.21.240.23

PC1
MAC Address: a036.9f6e.2d9f
Username: jchandra@brocade.com
Password: Foundryl1#
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Cloudpath Configuration

Cloudpath Configuration

The following configuration assumes that the administrator has already installed the certificates to the users, such as Employees.

30

1. Configure the following steps to authenticate the client using 802.1X certificate-based authentication.

The following screenshots demonstrate steps for configuring the 802.1X authentication workflow.

e =) | Bl http:/feloudpathsca.englab.brocade.com/admin/workflowsL/

muth

£~ ¢ [l Cloudpath ES x

Cloudpath ES | srocade

» Dashboard

~ Configuration

Worldlow
Speey th grocess andtne

ekt [+ o3| | s oot e |

A workflow defines the sequence a user must go through ta register and connect to the network, This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/or device.

Each item below represent a step within the process. To add additional steps, click the insert arrow on the left side
of row.

& =
= :

Step 1: | Reguire the user to accept the AUP Acceptable Use Policy FxaQ |

Deploy
Specy where end-users acoess ‘ Step 2t | All matches in: § + FEXQ |
gttty 3 ‘ X0 Dnz.lx‘ Mac-Auth | | Webauth
Advanced
Devics Gonfigurstions ‘ |
RADIUS Sarver stwpa | All matches ins [ p Employes | [cunst| + rExQq |
Authenticstion Servers b
Freusll & Wb e ntegraton ‘ ‘
MAC Registratons
AP key

‘ Step 4: | Prompt the user for credentials from Brocade DB FxaQ |
) Sponsorship
} Certificate Autharity ‘ Result: | Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert...,

» Administration

» Support

mcih

+ Dashboard

Cloudpath ES | srocade

Device Configuration | Wirsd 2 Davice Config = | v | | () | |Tru5t | |OS Settings | |Passp0int |

~ Configuration

Waorkflow

Specify the process and the
requirgmants for end-ussrs
sccessing the network.

Deploy
Specfy whare end-users socess
the enrollment wizards.

Advanced
Devica Configurations
RADIUS Server
Authentication Servers
Firewall & Web Fiter Integration
MAC Repiztrations
AP Keys

I » Sponsorship I

I } Certificate Authority

I + Administration

¥ Support

Device Configuration: Summary

Name: Wired 3 Device Config f

Network(s) Te Install: Wired Connection O

Conflicting S5ID(s): <MNone=

Certificates: Only zalk to RADIUS servers with 2 cemmen name matching 'cloudpathsga.englab.brocade.com’,
Instzll client certificate (if applicable).
Install & trust root CA 'Brocade Root CA T, 27F36F..DBC1ZS O

Operating Systems: Windows, Mac 05 X, Linux, Android, Apple iOS, Windows Mobils, Other, Chrome
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Cloudpath Configuration

Cloudpath ES | srocade

’C_ﬁd;mh

+ Dashboard

Device Configuration | Vired 3 Device Qmﬁ% - /—‘s“mmw \ﬁ /—‘rm = ’—|Ds Settings [ Pasz X

= Configuration

| Device Configuration: Network(s) ‘

warkflow
Spaciy e process and the
requiremenis for end-users
acesssing the netwers

Deploy
Specdy where end-users access
the enrollment wizards.

Advanced
Davics Configuratans
RADIUS Senver
Autnentication Servers
Firewall & Web Fiker Integeation
MAG Regisirations
APl Keys

» Sponsorship

+ Certificate Authority

b Ad

stration

» Support

WLAN & Wired Network Information

Network(s) To Install
(Eaa) ‘ Y

Network

\ired Cannaction

e to etk (orsia) ‘

Conflicting SSID(s): sNere> #

Post-Transition URL: <Nore> g7

Cloudpath ES | Brocade

m&m

+ Dashboard

Device Configuration | Wirsd 3 Device Conﬁ; - /m‘ ﬁ ’m‘ /m‘ Passpoint x

~ Configuration

Device Configuration: Trust Settings

Workflow
Specy 2 process and the
requirements for end-users
acesssing the network.

Deploy
Specdy where end-users acosss
tne enroliment wizards.

Advanced

Devics Configurations

RADIUS Server

Authentication Servers

Firewall & Wed Fiter Integration
MAC Regisiratons

AFIKeys

+ Sponsorship

+ Certificate Authority

» Administration

» Support

Wi-Fi Trust

Trusted RADIUS Server(s] Onboard RADIUS Server | [ Chenas |

‘When connecting t the netwark, the end-user's device will compare the server certificate presented by the RADIUS server to the information specfied here, induding both the common name of the RADIUS server certficate and the chain of the issuing CA. On some

‘operating systems, including Mac O X, this value is case-sensiive.

Trusted Common Name: cloudpath=ga.engiab,bracade.com

Trusted RADIUS Chain:

(@ | Py [ o s | e ‘ |
B ye—— T === |

Web Browser Trust

Install Additional CAs: Vo additional Cs have besn specified. [ Upiass |
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Cloudpath Configuration

Cloudpath ES | srocade

Cloudp I
C Device Configuration | Wirsd 3 Davics Config ~ /m‘ ﬁ ’ﬁ‘ ’m‘ /m‘ X

oudpath

» Dashboard
~ Configuration Device Configuration: 0S-Specific Settings
Workflow
Specify the process and the: Windows:
[o[o o/0j0/o| o

Specsfy where and-users acosss
tne enrolimen wizards,

Advanced

Devics Canfigurations

RADIUS Semvar

Aumentication Servers

Firewall & Wes Fiter ntegration
MAC Registrations

APl Keys

107| 10.8] 108 3010 1011 10.12] Future

[ [ —— ‘ ‘

P P —— |o|o|o|o|o o]0

» Sponsorship

» Certificate Authority [ g0 sewing ]

+ Administration

» Support

Androi

(CEda Setting |

¢ s ‘ ‘
\ |

’ ‘ Settings from the Nstark(z] tb il be applcd to these versions ‘

12.04 12.10] 13.04) 13.10] 16.04] 14.10] 15.04) 1510 1608 16.20

7 s

= from the et i) tab wil be sppied s tess vermians: ‘ ‘

S ————— N

Other OSes: Generic] WinRT | Blackberry| Windows Phone
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Cloudpath Configuration

2. Navigate to Certificate Authority > Manage Templates to edit the certificates.

E P - & | M Cloudpath E5

(—C‘*‘\ Cloudpath
Cloudpath )
Certificate Templates
» Dashboard The certificate templates lsted below define the properties embedded into a certificate when it is issued. Some
properties are static and remain the same for every certificate. Other properties are calculated or use variables, e
» Configuration allowing them to differ per certificate based on the user and/or their device. [ Add Templete
» Sponsorship -
b Template1: ‘ Onboard template Server Template FOIDRG ‘
~ Certificate Authority
» Template 2: Inboard template username@defaultcert.www.brocade.com w 2 ;
¢ Onboard templat: @defaultcert. brocad VEOLEES
Generate Certificate
:‘;‘z”'y*"“m o be generatac) Common Name: ${USERNAME}@defaultcart.ww.brocade.com
CAType: Onboard
Issued Certificates CA Reference Name: Brocads Intermediats CA T
Displays issued cerificates and CA Common Name: Brocade Intermediate CA T
alons oerfcstes fo barevoked
Manage Templates Chain:
o Q| srocsds Intermediace Ca1 ‘ 20361123 ‘
s of enfoses e | Q| sereccnr | oz |
Manage CA
Gonfgures the carifcste
authonbes, which issue. Notifications: Mo notifications currently exist. | A2d |
certstes
VLAN; “Us300
Filter ID: 'ip.aciLin’
» Administration
SCEP Keys: o SCEP kays currently exist. [ 4dd |
» Support
v Template 3. Onboard template username@guest.www.brocade.com FoO@G
Common Name: s {USERNAME} Bguast.umns.brocade.com
CAType: Onboard
CA Reference Name: Brocads Intermediate CA T
CA Common Name: Erccads Intermediate CA 1
Chain: Name Notes. [—
[ a | soads mmarmatise caz ‘ [ aosatias ‘
‘ Q | Brocade Roos €A1 ‘ ‘ 20361123 ‘
Notifications: MNo notifications currently exist. [(Add |
VLAN: 'S
Filter 1D: ‘ip.acl.in’
SCEP Keys: Mo SCEP kays currently exist. (23]
7 =@ %
e )|l htte/ Isb brocade.com/. flocations/ £~ & [ Cloudpath 5 x o v &

Cloudpath ES | sracade

Cloudpath

Deployment Locations.

ashboa ieployment location represents a URL to where a workflow is deployed. Multiple locations may be used for a
+ Dashboard A depl t locat ts a URL to wh ricflow is deployed. Multiple locati be used for
variety of reasons. For example, a production configuration may be deployed to /production, and a test ——
ty of F ple, a product figurats v be deployed to /production, and a test
~ Configuration configuration may be deployed to /test. Add Location
Warkflow "
Specy the process and the - Location Production 7RI
requirements for and-users
scoessing the network | Envollment Portal:  htto://cloudoathsas. anlab.brocade.com/.
o lab.brocadh (Crrge)
Deploy
Specty where end-users scoess WLAN Redirect URL: lob: brocad:
e enrolment wizsrds Passpoint OSU URL: 7 Jab. brocad:
Advanced Portal: lab.brocad:
Daves Canfgurations
RADILS Server
Authentestion Servers. GO To: [ User Experience | _Sponsor Portal | [ Get OR Code | [ Explain Chrome Setup |
Fireurll & Web Fite Infegration
MAG Registratons
AP Keys Snapshots: = e o == =
QX O | sspshonss Primary Worldio o7 | 20170301 1003 PST ‘

» Sponsorshi

- : ‘q X0 ‘ Snapshor 63 | ‘ Primary Workflow: 505807 | 20170301 0525 ST ‘
b Cestificate Authority ‘Q x O ‘ Snapshot 62 | ‘ primary Worldlow 30607 | 20170227 0704 ST ‘
b Administration ‘Q X0 ‘ Snapshen 61 | ‘ Primary Workdlow 5.0.607 | 20170227 0659 PST ‘
» Support ‘Q X0 ‘ Snapshot 60 | ‘ Primary Werkdlaw ‘ 50607 | 20170227 0541 ST ‘
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Switch Configuration

Switch Configuration

vlan 2 name AUTH-DEFAULT by port
!

vlan 300 name 802.1X by port
tagged ethe 1/1/10

|

authentication
auth-default-vlan 2
dotlx enable

dotlx enable ethe 1/1/1
|

interface ethernet 1/1/1

dotlx port-control auto
!

aaa authentication dotlx default radius

radius-server host 10.21.240.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
I

ip access-list extended acll
permit ip any any
!

Switch Show Commands and Syslog Information

|

ICX-Switch#

SYSLOG: <14> Mar 1 16:25:02 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 1 16:25:02 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Mar 1 16:25:03 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f, AuthControlledPortStatus
change: authorized

SYSLOG: <13> Mar 1 16:25:03 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 300 as MAC-VLAN member
SYSLOG: <13> Mar 1 16:25:03 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 2 as MAC-VLAN member

ICX-Switch#show dotlx sessions all

Port MAC IP(v4/v6) User VLAN Auth ACL Session Age PAE

Addr Addr Name State Time State
1/1/1 a036.9f6e.2d9f 10.21.80.226 jchandra@broc 300 permit Yes 25 Ena
AUTHENTICATED

ICX-Switch#
SYSLOG: <14> Mar 1 16:25:28 ICX-Switch CLI CMD: "show dotlx sessions all" by un-authenticated user from
console

ICX-Switch#show vlan 300
Total PORT-VLAN entries: 7
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name 802.1X, Priority levelO, Spanning tree Off
Untagged Ports: None

Tagged Ports: (Ul/M1) 10

Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (Ul/M1) 1

Monitoring: Disabled

ICX-Switch#show dotlx ip-acl all
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Cloudpath Information

Port MAC Address V4 Ingress V4 Egress V6 Ingress V6 Egress

1/1/1 a036.9f6e.2d9f acll
Refer following show command to check status of radius server.
ICX-Switch#show radius server

10.21.240.60 any 0 0 0 active

Cloudpath Information

1. Navigate to Dashboard > Connections to verify the username of the certificate issued to the user.

m http:// lab brocade.com/admin/connectionData/viewConnected E £ - & [l Cloudpath ES x

Cloudpath ES | srocade

Towd

oudpath
P
~ Dashboard
Welcome 20 roeac Eth, .

: . — JE—
ja—— | T ' =
system

Results 11 0f 1. 5 E e
Connections

Review ourent conneciions.

Enrollments.
Review snroliments, including the.
associsted user, devics, snd
cartiicste information.
Users & Devices
Raview users and devices,
inciuging MAG registrations.
Certificates
Review issued certficates.
Notifications
Review emails, SMSes, scheduled
regors, and event logs.
Event Response

Provides the sbilty to manage
c0ess in baten to respond to
network svants,
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Cloudpath Information

2. Click the search button of the connection to view the connection details.

View Connection

Done

= Status:
Username:

+ IP Address:

MAC Address:
SSID:

Session Start Time:
MAS Identifier:
MNAS IP:

NAS Port:

MNAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:
Output Traffic:

Accumulated Session Time:

Additional Information:

@ Connected

jchandra@brecade.com@defaultcert. www.brocade.com

Al:36:9F: 6E: 2D:9F
Ethernet
83 zeconds ago

1CK-Switch

83488 millis
0 Bytes (0 packsts)
0 Bytes (0 packsts)

0 seconds

36
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Cloudpath Information

3. Click the Enrollment Record button to view the additional details for the connection.

T i S

lb.brocade.com/zdmin/;

Enroll

m;mh

~ Dashboard

Cloudpath ES | srocade

i o-¢ B Cloudpath ES

Welcome
Provides s genersl overview of the|
system.

Connections,

Review curent connecions.

Enrollments
Review snrolments, including the
sssanistad user, device, 2nd
oentifcate informateon.
Users & Devices
Review usars and deviees,
inclusing MAG registratcns.
Certificates
Review issued carfficaies.
Noti

Review emsiis, SMSes, schecued|
reports, and event logs.

Event Response
Frovides the sbilly to mansge
seoess in batoh to respond o
nesworkc avans.

View Enroliment Record

Dene

» Configuration

» Sponsorship

» Certificate Authority

» Administration

» Support

~ Enrollment Information

* Enrollment Status:
Name:

* Email Address:

* Selections:
Operating System:
Browser:

“ Form Factor:

+ MAC Address:

Notes:

+ Connection Information
~ Connection State:

Session Start Time:

/ Session Last Update:

< WLAN

Certificate Tssusd | Block |
jchandraGbrocade.com g
jehandraBbrocade.com
802.1% - Employee
Windows 7

Firsfox.

Compucar
A0:36:5F6E2D19F

7

Connected
115 seconds ago

115 seconds ago

Session ID:
IP Address:
SSID:

“ NAS Identifier:
“ NAS Port:

NAS Part Type:
Input Traffic:

Qutput Traffic:

Ethemer
104Siitch (nul)
i

i

0 8ytes (0 packets)

0 8ytes (0 packets)

“ Enforced Template: 4 brocade
CVLANID: w300
Filtar ID:  inacltin
© Last OCSP: 9 minutes ag0

“ Last RADIUS Success:

RABIUS Log Level:

+ Identity Information

116 seconds 200

Normal (Debug |

sehanraBheneare rm
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Use Case 3: Guest VLAN with External
Captive Portal (Web Authentication)

CloUudpPath CoONFIGUIATION......ccie bbb
Switch Configuration ...,
Switch Show Commands and Syslog Information
CloUAPRAN INFOIMNEHION....... e

The following example uses captive portal (web authentication) for authenticating a client and then dynamically assigns an ACL after a
successful authentication. In a typical scenario, a visitor enters the lobby and receives a visitor username and password to access the

Internet. In the following use case, VLAN 200 is an Internet-only-enabled VLAN. Upon connecting a PC to the Ethernet port, the user
will be redirected to the captive portal. Once valid credentials have been authenticated, the user will be provided access to the Internet.

Client PC1
The MAC address is a036.9f6e.2d9f.
After authentication, incoming traffic from client A should be filtered by ACL "acl1".

FIGURE 6 Example of Web Authentication (Captive Portal) with a Guest VLAN

CloudPath Server : 10.21.240.60
Success Reply Attributes:
VLAN = U:200
ACL: ip.acll.in

ICX-Switch
10.21.240.23
E1/1/1
]
PC1

MAC Address: a036.9f6e. 2d9f
Username: jchandra@brocade.com
Password: Foundryl#
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Cloudpath Configuration

Cloudpath Configuration

40

1. Navigate to Configuration > Workflow and create steps for web authentication.

(__.;—-«—\ Cloudpath ES | erocade
C|Oudp0fh Workflow

» Dashboard A workflow defines the sequence a user must go through to register and connact to the network, This includes the
display of messages to the ussr, the acceptance of uss policies, and authentication of the user and/or davice.

Views ‘workﬁw ‘ [took s reat | |Properties ‘

~ Configuration
Each item below represent 2 step within the process. To add additional steps, dlick the insert arrow on the left side

Workflow
Specy the process and the
requirements for end-users
acoessing the neswork. Step 1t

=
>
o

Require the user to accept the AUP Acceptable Use Policy

Deploy
‘Specty wners end-users secess Step2: ‘ All matches in: [oo, . _| N ,—! + 4 ‘
the enrollment wizards. ? i — | X.J wepsutn ‘

Advanced
Davics Cenfguratens
RADIUS Server Siep 3
Authenfication Servers
Frenall & Wed Fier ntegration

m
X
p

Prompt user for information using Login page for 'Brocade RADIUS'

MAG Registratons Siepa:

oyt Redirect the user based on cpsqa.

+ Sponsorship

» Certificate Authority

+ Administration

+ Support

2. Modify the data prompt by clicking "Login page for 'Brocade RADIUS™ for input fields 1 and 2.

Cloudpath ES | Brocade

Cloudp

loudpath

Workflow: Primary Workflow

» Dashboard

~ Configuration Modify Data Prompt | czncel || save

Workflow
Specify the process and the
requirements for end-uzars
sccessing the netwark,

Reference Information

Name: Lagin pags for 'Brocade RADIUS' *

Deploy Description:

Specify where end-users access
the enrollment wizards.

Advanced
Device Configurations Webpage Display Information
RADIUS Semver
Authentication Servers

- Title:
Firewall & Web Fiter Integration e

MAC Repistrations .
API Keys Message HTML:

I » Sponsorship I

I » Certificate Authority I

[ Welcome to Brocade 1!

Bottom Label: |

Continue Button Label:

I » Administration I

Input Field 1

¥ Support

Label: Usernams |

Regex: | |

i Variable Name: | yseanamE |

Input Field 2

Label: | Password |

Regex: | |

+ Variable Name: |passwoRD |
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3. Create the Redirect URL http://10.21.240.23/Forms/webauth_cpss, where 10.21.240.23 is the NAS IP address of the

switch, and enter the following POST parameters:
- webauth_user_id=${USERNAME}

+  webauth_password=${PASSWORD}

+  hidden_URL _str=http://www.brocade.com

Based on administrator preference, the "hidden_URL _str" parameter can be configured, which will be used to redirect to the

specific website after authentication.

Cloudpath ES | Brocade

m&h

Waorkflow: Primary Workflow

Switch Configuration

S pecsfy the proess and the Reference Information

requirements for end-users

sceessing the network, Name: -

Deploy Description:

S pecéfy wherz end-ucers accecc
the enrollment wizards.

Advanced

Device Configurations Redirect URL: | hp://10,21.240,23/Forms/webauth_cpss
RADIUS Server

Authentication Servers
Firewall & Web Filer Intzgration

MAC Registrations
APl Keys ' Use POST: D

POST Paramaters: webauth_user_id=${USERNAME}
webauth_passwerd=5{PASSWORD}
hidden_URL_str=http://www.brocade.com

+ Sponsorship

» Certificate Authority

Allow Continuation: [
» Administration I

= Kill Session: [J]

¥ Support

#*

+ Dashboard

y o .
~ Configuration Modify Redirect | _concel | | _save |
Workflow

# Filters & Restrictions

Switch Configuration

|
captive-portal cp-sga
virtual-ip 10.21.240.60
virtual-port 80
login-page /enroll/Brocade/Production/
I
captive-portal cp-sqgal
virtual-ip Cloudpathsga.englab.brocade.com
virtual-port 80
login-page /enroll/Brocade/Production/
I

vlan 2 name AUTH-DEFAULT by port
|
vlan 200 name GUEST by port
tagged ethe 1/1/10

untagged ethe 1/1/1
router-interface ve 200

webauth
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Switch Show Commands and Syslog Information

captive-portal profile cp-sgal
auth-mode captive-portal
no secure-login
trust-port ethernet 1/1/10
enable
|
aaa authentication dotlx default radius
radius-server host 10.21.240.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
|

ip dns server-address 10.37.2.1 10.37.2.2 10.31.2.10 10.31.2.11
!

web-management https

|

interface ve 200
ip address 10.21.80.130/27
|

ip access-list extended acll

permit ip any any
I

Switch Show Commands and Syslog Information

ICX-Switch#
SYSLOG: <14> Mar 1 21:40:41 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Mar 1 21:41:00 ICX-Switch Web Auth in Vlan 200: Authentication succeeded for user
jchandra@brocade.com using mac: a036.9f6e.2d9f on port 1/1/1 for a duration 28800 seconds

ICX-Switch#show webauth allowed-list

VLAN 200: Web Authentication, Mode: I = Internal E = External

Web Authenticated List Configuration Auth Duration Dynamic
Port MAC Address User Name Mode Static/Dynamic HH:MM:SS ACL
1/1/1 a036.9f6e.2d9f Jjchandra@brocade.com E D 07:59:57 Yes

ICX-Switch#show webauth ip-acl

VLAN Port MAC Address V4 Ingress ACL V4 Egress ACL

200 1/1/1 a036.9f6e.2d9f acll -

ICX-Switch#show vlan e 1/1/1
Total PORT-VLAN entries: 7
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 200, Name GUEST, Priority levelO, Spanning tree Off
Untagged Ports: (Ul/M1) 1

Tagged Ports: (Ul/M1) 10

Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: None

Monitoring: Disabled

Refer following show command to check status of radius server.
ICX-Switch#show radius server

10.21.240.60 any 0 0 0 active
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Cloudpath Information

Cloudpath Information

1. Open a web browser on the client PC and enter any website address or http:/www.brocade.com/.

Because captive-portal authentication is configured on Webauth VLAN 200 and the captive-portal profile points to "cp-sqal’,
the browser will redirect to http:/Cloudpathsga.englab.brocade.com/enroll/Brocade/Production/redirect.

2. Accept the user policy and click Start.

| [ Cloudpath by Ruckus Wirel... %

¢ || Q search | frl @y + & =

Ruckus

Simply Battar Wirelass.

Welcome to the Brocade Network

j/ Access to the Brocade network is restricted to authorized users
and reguires acceptance of the Terms & Conditions below.

Once authorized for access, your device will be configured with a
unique certificate for network access.

| agree to the Terms & Conditions

Assistance IDV #3C15 cloudpathsga.englab.brocade.com [5.0.607.2314)
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Cloudpath Information

3. Click Webauth.

c¢ ||Q Search

Ruckus

=3 Simply Better Wireless,

802.1X |
802.1X Modify this option and add additional options
as needed.
Mac-Auth
Mac-Auth
Webauth
Webauth

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
44 53-1005026-02



Cloudpath Information

4. Enter the user credentials and click Continue.

!. Cloudpath by Ruckus Wirel...

| (- RO)] cloudpathsga.englab.brocade.com/enroll/Brocade/Production/process

‘Ruckus

Simply Better Wireless.

Welcome to Brocade 1!

Username: [jchandra@hroc ade.com |

Password: [Foundry1# |

Assistance ID #=3C15 cloudpathsga.englab.brocade.com (5.0.607.2214)

You will be redirected to http:/www.brocade.com/.
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Use Case 4: Authentication of an IP Phone
and a PC on the Same Port Using Flexible
Authentication

CloUudpPath CONFIGUIATION......ccce bbbt 49
SWITCH CONTIGUIGHION 1.ttt 52
Switch Show Commands and Syslog INfOrMEtON ... 53
CloUdPRAtN INFOIMNGHION.......coeee bbb 55
MAC AUtheNtiCAtIoN FOr @N TP PRONE... ...ttt s 59

The following example demonstrates the use for Flexible Authentication in a setup where a PC is daisy-chained to an IP phone
connected to a switch port. When Flexible Authentication is enabled on a port with an IP phone and a PC, both clients go through
802.1X and MAC authentication. A typical scenario uses MAC authentication for the IP phone and 802.1X for the PC connecting to the
phone.

Note that if the IP phone is not capable of participating in the 802.1X process, it will time out, and then MAC authentication will be tried.
If the IP phone is capable of 802.1X, 802.1X authentication is used first by default. If 802.1X succeeds, MAC authentication is not
performed.

If LLDP is not configured by way of the RADIUS server, the following LLDP configuration must be added to enable LLDP MED on the
port connecting to the IP phone:

11dp med network-policy application voice tagged vlan 3000 priority 4 dscp 46 ports ethernet 1/1/2

IP Phone: The IP phone MAC address is 0024.c442.bb24, and the IP phone is in tagged VLAN 3000.
Client PC2

802.1X username: jchandra@brocade.com

Password: Foundry1#

After authentication:

- The client should be placed in VLAN 300.
- Incoming traffic from client A should be filtered by ACL "acl1".
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FIGURE 7 Example of Authenticating an IP Phone and a PC on the Same Port Using Flexible Authentication

CloudPath Server : 10.21.240.60
Success Reply Attributes:
For PC2 : VLAN = U:300
For Phone:: VLAN= T:3000

b

ACL: ip.acllin
E 1/1/10
ICX-Switch
10.21.240.23

E 1/1/2

—
(E.

i PC2

Phone MAC Address: MAC Address: a036.5f6e.1fd0
0024.c447 . bb24 Username: jchandra@brocade.com

Password: Foundryl#

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
48 53-1005026-02



Cloudpath Configuration

oudpath Configuration

Configure the workflow for 802.1X authentication for PC2 and MAC authentication for an IP phone.

The following screenshots demonstrate steps for configuring the workflow.

b.brocade.com/: fworkflows1/

R-C Cloudpath ES x

Cloudpath ES | srocade

Clovdp

oudpath

N R P —— x

» Dashboard A worldlow defines the sequence a user must go through to register and connect to the network. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user andfor device.

~ Configuration

Each item below represent a step within the process. To add additional steps, dick the insert arrow on the left side

Warkflow
Specy the pracess and the

‘accessing the network. ‘ Step 1: ‘ Require the user to accept the AUP Acceptable Use Policy A =Y ‘
Deploy

Speoty nereen s scess ‘ Step 2: ‘ All matches in: [ g 802ax| | pac puth | | webmutn| FEXQ ‘
Advanced J ‘

Davios Confgurstons
RADIUS Server ‘ step 31 ‘ Al matches in: [ 7 Employee| [Guest| +
Authenteston Severs

Frews! & Vies Fier misgrston | ‘
MAC Registrations

API Keys

‘ Step 41 ‘ Prompt the user for credentials from Brocade DB FXQ ‘
» Sponsorship
» Certificate Autharity ‘ Result: ‘ Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert.... 7 ‘
» Administration
+ Support

Ta™ =
afé.\ ttp://cloudpathsqa.englab brocade.com/admin//advanced/networks/4/ssid/ p~c H Cloudpath ES x ‘ |

Cloudpath ES | Brocade

Cloudpath ) )
Device Configuration | Wired 3 Davice Co; |5ummw “N ey HTNS‘ Hns e “ E— ‘ x
» Dashboard
e Device Configuration: Network(s)
Workflow
Specify the process and the: WLAN & Wired Network Information

requirements for enc-users
scoessing the neswark.

Deploy Netwark(s) To Install: Roarming

Srefywrere s seess (Add) | .# X | Wired Connecien 902.1% Configure and move to newerk, (Onsice)

Cenificase-based
Advanced

Devics Configursiions
RADIUS Sarver + Conflicting SSID(s): <None> J
Authenticstion Servers
Firewsl & Web Filter Integration Post-Transition URL: <Nons> 7
MAC Registrstions
AP Keys

http://cloudpathsga.englab.brocade.com/admin//advanced/networks/4/trust/ O - & | Ml Cloudpath ES x

(€]
Thovdp

ou pd’rh

Cloudpath ES | srocade

Device Configuration . ‘s........ar, Hum.u(sg HImﬂ 0S Settings Hum'..: ‘ =

+ Dashboard

~ Configuration Device Configuration: Trust Settings

Workflow
Specy the pracess and the Wi-Fi Trust
requirements for eng-users

acosssing the netvark,
¢ sted RADIUS Server(s): | Onboard RADIUS Server | [ Change |
Deploy

Speciy where end-users scoess Wihen connecting to the netviork, the end-user's device will compare the server certificate presented by the RADIUS server to the information specified here, including bath the comman name of the RADIUS server certificate and the chain of the
tre enraiiment wzsrds.

issuing CA. On some operating systems, including Mac O X, this value is case-sensitive.

Advanced

Devion Confguratons + Trusted Common Name: cloudpathsga.englab brocads.com

RADIUS Sarver  Trusted Chai

Austhentostion Servers © Root CA: | Brocads oo CAT Fser.DECI2S | 203enz
Firausll & Wb Filter Intsgration

WA Regiscaions ‘@ | Server Corvfieste ‘ clougpathsas enalsh brocsde.com ‘ 587842..,141889 |znzmza ‘Bl\xadawcﬁ] |

+ Sponsorship web Browser Trust

» Certificate Authority

~ Install Additional CAs: o additional Cas have been specified. |_Upload |

» Administration

» Support
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Cloudpath Configuration

50

m | B http://cloudpathsaa.englab brocade.com/admin//sdvanced/networks/4/setting/

£ - ¢ | Bl Cloudpath Es x | ‘

CClovdpath

Cloudpath ES | srocade

— o [t [ o [t x

+ Dashbeard

- Configuration

Device Configuration: 0S-Specific Settings

Workflow
Spesiy the orocess and the
requirements for end-users
scosssing the network.

Deploy
Spesy where end-users scoess
the enrolment wizards.

Advanced
Davizs Canfigurations

RADIUS Server

Authentostion Servers

Firewsll & Web Filter Inegrstion
MAC Registrations

APl Keys

+ Spensorship

» Certificate Authority

» Administration

» Support

Windows:

((Add Seing ) | 4

| 7 ‘Sen\r35:1Hthe‘ler.rnrk's\iah.n“)eauphédiuthzsevelim'vs‘

User experience options

Mac 05 X:

(i Seing | | 7

| V] ‘ Settings from the Network(s) cab will ba appiied to thesa varsions:

User experiznce sations

ez | 7| User experience cotions ‘ ‘
| ’ ‘ Serings from she Nesork(z] sk il 32 2peid s thess versians: | ‘
Android:
(g Semna | | [ T ——— ‘ ‘
| 7 ‘ Settings from the Networki] tab wil be appiied to these versions: ‘ ‘ ‘ ‘ | ‘ ‘ ‘ ‘ ‘ ‘

Chrome:

(CAdd Sefting ] | 7 User experiznce aations | ‘
| Vi ‘ Sertings from the N b vill be applied to these versions: | ‘
Linux: 12.04) 12.10) 13:08| 13.10] 14.04] 14.10) 15.04] 15.10] 16.04| 16.10] 18 | 19| 20

(CAdd Sefting ) | 7 User experiznce aations ‘ ‘

| y ‘ Settings from the Netwerkis) tab will be appiied to thess versions: ‘ 10} ‘ @& | @& ‘ o ‘ 1) ‘ & ‘ o ‘ 1) ‘ ® ‘ o ‘ ‘ ‘ | ‘ ‘ ‘ ‘ ‘ & ‘

Sering 50| 60

| 3 ‘ Sattings from the Network{s) tab vill be sppiied to these versions: ‘ ‘ ‘

| || * windus Mile suppart i imined 2 spacibe devices Contact supper:fo susported davices. e
Other OSes: ‘Seating Generic| WinRT| Blackberry| Windows Phone v
e

lab.brocade.com/: ftemplate/ £~ & | f Cloudpath ES x

((-f'l;ﬁ;urh

» Dashboard

Cloudpath ES | Brocade

Certificate Templates

» Configuration

» Sponsorship

~ Certificate Authority

Generate Certificate
Aliows 2 cartiicsie to be genarsted]
mancally.

Issued Certificates
Displays issued cerfficates snd
sllows cartificstes to ba revokad

Manage Templates
Cenfigures the cerificste
templstes, which specily the
charscierisics of cerificates to be
issued.

Manage CA
Configures the cerfficste
suthorites, which issue
cartficsies.

b Administration

» Support

The certificate templates listed below define the properties embedded into a certificate when it is issued. Some

properties are static and remain ti
allowing them to differ per certificate based on the user and/or their device.

e same for every certificate. Other properties are calculated or use variables,
[ Add Template |

» Template 1 ‘ anboard template Server Template

~ Templatz 2 ‘ Onboard template username@defaultcert.www.brocade.com

Common Name:
CA Type:
CA Reference Name:

CA Common Name:

Notifications:

RADIUS Policies:

SCEP Keys:

‘S{USERNAME} Bdefaultcert.vmw.brocade com
Griboard

Brocade Intermediste CA T

Brocads Intermediste CA T

Q | Brocade Inemediaze ca T

‘ 20361123 ‘

‘ Q | Brocade Roos CA T ‘ 20361123 ‘

No notifications currently exist. [ Add |

VLAN: "U:300
Filter ID: ‘ip.acid.in’

No SCEP keys currently exist. [Add |

Onboard template username@guest.www.brocade.com

S OWG
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Cloudpath Configuration

'r"‘/\ lm http://cloudpathsqa.englab.brocade.com/admin/template

. Cloudpath ES | Brocade
muth

P~ & | B Cloudpath 5

Certificate Templates

+ Dashboard

Modify Certificate Template | cancel || save

+ Configuration

Workflow
Specify the process and the Reference Information
requirements for end-usars
scoessing ihe network. + Certificate Template Name: | yzername@defaultcert. . brocade.com *

Deplay I Certificate Authority: Erocsde Intermediate C4 1
Specify where end-users access
the enraliment wizards. Notas:

Advanced
Deviez Configurations
RADIUS Sarver

Authentication Servers - Enabled? [/
Firzwall & \Web Filter Intzgratian nanle

MAC Registrations
AP Keys Identity

The following property is normally used to provide identity information within the certificate. Variables, such as S{USERNAME}, will be replaced at the time of
issuznce with the appropriate value from the enrollment.

| —————————— |
} Sponsorship

¥ Certificate Authority Common Name Pattern: | ${JUSERNAME} @defaultcert.www.brocade.com |

» Administration L -
Validity Period

} Support The following properties determine the lifespan of the issued certificates. We racommend setting the start date to 1 month before issuance to avoid issues with end-
uzar system clocks.

+ Start Data: | 1 | | Months befors iszuance.
after izzuance.

'/ OCSP Monitoring: [ gayoke if unsean far | 20 days. v

Expiration Data: | 10 | | Years

Policy - RADIUS Attributes

+ Allow Authentication via RADIUS :

Login By Certificate When a device authenticates using a certificate from this template,
Loty sample, com Cloudpath will return RADIUS attributes based on the information below.

/—-—_—\\ ‘ {’D These attributes may be used to apply a dynamic VLAN, an ACL, or other

‘ 4 connection pelicies.

RADIUS Policies
e VLAN: 50

+ Reply Username: | Certificate Common Name (Default]

+ Allowed SSID(s): | ¢
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Switch Configuration

r- b=

lab brocade.com/adrmin/’ A7 g Bindex=1 Ao-c HCqudpalh ES x ‘ ‘

Cloudpath ES | Brocade € @ rosom

Cloudpath

P EETERE P e — x

 Dashboard A workflow defines the sequence a user must go through to register and connect to the network. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/or device.
+ Configuration
Each item below represent a step within the process. To add additional steps, dick the insert arrow on the left side
Workflow
Speciy the process and the
users
it s ‘ Step 11 ‘ Require the user to accept the AUP Acceptable Use Policy RSN ‘
Deploy
Spety e s suoess ‘ step 2 ‘ all matches in: + ‘
ey e e P 802.1% ‘ X Machuth | Webauth
Advanced
Device Configurstions
RADIS Sarar Step 31 ‘ Prompt the user for credentials from Brocade DB FXQ ‘
Aushertcason Servers
Frausi & WWeb Fier Integraiion
AMP“C';T“’E”“ ‘ Step 4 ‘ Register the MAC address for Wired Mac Auth 1. £R ‘
+ Sponsorship ‘ Result: ‘ Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert.... 4 ‘
» Certificate Authority

m B hetp:/c lab.brocade.com/ fadv / / Ao-c B Cloudpath ES x

Cloudpath ES | Brocade

Thowdp

ou pdm

MAC Registration Lists

+ Dashboard The entries below represent MAC registration datebeses. Each database has its own policies. When a device is
registered, it is assigned to one of the databases.

+ Configuration

Workflow - List 1t MAC registrations via Wired Mac Auth 1 ¢ €}

Specily the process and the

requirements for ena-users

seoessing the network Name: Wirsd Mac Auth 1

Deploy Status: @ Usd In vorkfiow & RADIUS.
Spacity where end-users scoess
the enraiiment wizards,

Success Reply Attributes: Access-Accept

- " Tunnek-Type: '13'
iow Contgurstions )

RADIUS Server Tunnel-Medium-Type: ‘6
Authentication Servers. Tunnel-Private-Group-Id: "T:3000"
Frene) & WD Fiter ntegraton Failure Reply Attributes: Accsss-Reject

Advanced

WAC Registratons
A Ky

Options: [ Downlosd Templste | [ Import |
» Sponsorship

» Certificate Authority

Switch Configuration

|
vlan 2 name AUTH-DEFAULT by port
|
!
vlan 300 name 802.1X by port
tagged ethe 1/1/10
router-interface ve 300
|
vlan 3000 name VOICE by port
tagged ethe 1/1/2 ethe 1/1/10
router-interface ve 3000
|
authentication
auth-default-vlan 2
dotlx enable
dotlx enable ethe 1/1/2
mac-authentication enable
mac-authentication enable ethe 1/1/2
|
|

aaa authentication dotlx default radius
|

radius-server host 10.21.240.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth
|
interface ethernet 1/1/2
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Switch Show Commands and Syslog Information

dotlx port-control auto
port-name PHONE-GO06

inline power

|

!

ip access-list extended acll
permit ip any any

!

!

11dp med network-policy application voice tagged vlan 3000 priority 4 dscp 46 ports ethe 1/1/2
1ldp run

|

Switch Show Commands and Syslog Information

ICX-Switch#
PoE: Power enabled on port 1/1/2.

SYSLOG: <14> Mar 2 15:54:40 ICX-Switch System: PoE: Power adjustment done: decreased power by 14600 mwatts on
port 1/1/2

SYSLOG: <14> Mar 2 15:54:40 ICX-Switch System: PoE: Power enabled on port 1/1/2.
SYSLOG: <14> Mar 2 15:54:45 ICX-Switch System: Interface ethernet 1/1/2, state up

SYSLOG: <14> Mar 2 15:54:53 ICX-Switch DOT1X: Port 1/1/2 - mac 0024.c442.bb24 AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 2 15:54:59 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1fd0 AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 2 15:54:59 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1fd0, AuthControlledPortStatus
change: authorized

SYSLOG: <13> Mar 2 15:54:59 ICX-Switch FLEXAUTH: Port ethe 1/1/2 is added into VLAN 300 as MAC-VLAN member
SYSLOG: <13> Mar 2 15:54:59 ICX-Switch FLEXAUTH: Port ethe 1/1/2 is deleted from VLAN 2 as MAC-VLAN member
SYSLOG: <13> Mar 2 15:55:50 ICX-Switch MAC Authentication succeeded for [0024.c442.bb24 ] on port 1/1/2

ICX-Switch#show dotlx sessions all

Port MAC IP(v4/v6) User VLAN Auth ACL Session Age PAE

Addr Addr Name State Time State
1/1/2 0024.c442.bb24 N/A N/A 300 init None 93 Ena HELD
1/1/2 a036.9f6e.1£d0 10.21.80.228 jchandra@broc 300 permit Yes 87 Ena
AUTHENTICATED

ICX-Switch#show mac-auth sessions all

Port MAC IP(v4/v6) VLAN Auth ACL Session Age
Addr Addr State Time

1/1/2 0024 .c442.bb24 10.21.80.97 3000 Yes Yes 24 Ena

1/1/2 0024.c442.bb24 N/A 300 Yes Yes 36 Ena

ICX-Switch#show dotlx ip-acl all

Port MAC Address V4 Ingress V4 Egress V6 Ingress V6 Egress
1/1/2 0024.c442.bb24 - - - -
1/1/2 a036.9f6e.1£d0 acll - - -

ICX-Switch#show mac-authentication ip-acl all
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Switch Show Commands and Syslog Information

1/1/2 0024 .c442.bb24 acll - - -
1/1/2 0024 .c442.bb24 acll - - -
ICX-Switch#show vlan 300

Total PORT-VLAN entries: 8

Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name 802.1X, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (U1/M1) 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (Ul/M1) 2
Monitoring: Disabled

ICX-Switch#show vlan 3000
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 3000, Name VOICE, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 2 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: None
Monitoring: Disabled

ICX-Switch#show 1ldp local-info port e 1/1/2
Local port: 1/1/2
+ Chassis ID (MAC address): ccde.24b4.7b30

+ Port ID (MAC address): ccde.24b4.7b31
+ Time to live: 120 seconds
+ System name : "ICX-Switch"
+ Port description : "GigabitEthernetl/1/2"
+ System capabilities : bridge, router
Enabled capabilities: bridge, router
+ 802.3 MAC/PHY : auto-negotiation enabled
Advertised capabilities: 10BaseT-HD, 10BaseT-FD, 100BaseTX-HD,
100BaseTX-FD, fdxSPause, fdxBPause, 1000BaseT-HD,
1000BaseT-FD
Operational MAU type : 1000BaseT-FD
+ 802.3 Power via MDI: PSE port, power enabled, class 3
Power Pair : A (not controllable)
Power Type : Type 2 PSE device
Power Source : Unknown Power Source
Power Priority : Low (3)

Power Requested: 12.0 watts (PSE equivalent: 13190 mWatts)
Power Allocated: 12.0 watts (PSE equivalent: 13190 mWatts)
+ Link aggregation: not capable
+ Maximum frame size: 1522 octets
+ MED capabilities: capabilities, networkPolicy, location, extendedPSE

SYSLOG: <14> Mar 2 15:56:43 ICX-Switch CLI CMD: "show lldp local-info ports ethernet 1/1/2" by un-
authenticated user from console
MED device type : Network Connectivity
+ MED Network Policy
Application Type : Voice
Policy Flags : Known Policy, Tagged
VLAN ID : 3000

L2 Priority 4
DSCP Value 46

+ MED Extended Power via MDI
Power Type : PSE device

Power Source Unknown Power Source
Power Priority Low (3)
Power Value : 12.0 watts (PSE equivalent: 13190 mWatts)
+ Port VLAN ID: none
+ Management address (IPv4): 10.21.80.249
Refer following show command to check status of radius server.
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Cloudpath Information

ICX-Switch#show radius server

10.21.240.60 any 0 0 0 active

Cloudpath Information

1. Navigate to Dashboard > Connections and click the search button to view the connection details for both 802.1X
authentication for the PC and MAC authentication for an IP phone.

- W W 5 L1 . -
m hitp//cl nglab.brocade.com/admin/connectionData/viewConnected - E PO~ ¢ | Cloudpath £ X
({“ Cloudpath ES | arocade
Cloudpath
~ Dashboard
Welcome .
Frovides = panersl ovenvien of the Q x © Conneasd £0:36:9F1EE1FIDD m Exhemet 20 minutes 200
=m. Q x © Connected Ethemet 19 minutes 2g0
Connections Results 1-2 0 2. i5 5] Y&
Review current connections.
Enrollments
R
Users & Devices
Reeu sers snd devces
incucing MAG regarators.
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55

53-1005026-02



Cloudpath Information

2. Configure 802.1X authentication for a PC.

View Connection Jeone
+| Status: ) Connected
Username: jchandra@brocade.com@defaultcert. www.brocade.com
+ IP Address:
MAC Address:  a0:35:5R:65:1F:00
SS5ID:  Ethernet
Session Start Time: 21 minutes age
NAS Identifier: 10¢-Swich
MNAS IP:
NAS Port:
MAS Port Type:
Session ID:
Last Accounting Update: 1254018 millis
Input Traffic: 0 Bytes (0 packsts)
Output Traffic:  { Bytes (0 packets)
Accumulated Session Time:  §szeconds
Additional Information:
=

lab.brocade.com/admin// Enroll

5D3BABI1-BE30-4BIC-8434-DALDI1FSCO4 E p-c

Brocade A

Al Enroliments

Cloudpath £

Cloudpath ES

@ga—p\oth

~ Dachboard

Welcome View Enrollment Record .

Frovides & ganeral overview of the|
system.

Connections v Enrollment Information

Review curent connecions.

Enrollments

Review snrolmants, including the
sssanistad user, device, 213
certifcate informsbon.

Review issusd carfficaiss.
Notifications

Review emsits, SMiSes, scheculed
reports. and event logs.

Event Response

Provides the sbily to mansge
scoess in batch to respond fo
network events.

+ Configuration

+ Sponsorship

» Certificate Authority

+ Administration

» Support

56

* Enrollment Status:
Name:
= Email Address:

- Selections:

Users & Devices Operating System: Windows 7
Review users and devices,

including MAC registrations. Browser:  Firefox
Certificates * Form Factor:  Computer

+/ MAC Address:

Notes:

+ Connection Information

~ Connection Stata:
Session Start Time:

+ Session Last Update:

< wian

Certificate Tssued (Block |
jchandraBbrocade com @
jehandraBbrocade com

202.1% - Employes

A0:36:9F16E:1F DD

7

Connected
22 minutes ago

22 minutes ago

Session ID:
IP Address:
SSID:

“ NAS Identifier:

 NAS Port:

NAS Port Ty
Input Traffi

Qutput Traff

Exhemas

1C%-Sritch (null)

0 Bytes {0 packets)

0 Bytes {0 packets)

+ Enforced Template: et brocad
¢ VLANID:  wi3ee
Filter 1D:  iz2ci1in
< Last OCSP: 22 minass a0

- Last RADIUS Success:

RADIUS Log Level:

v Identity Information

22 minutes ago

Normal [Debug |
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Cloudpath Information

http:// lab.brocade.com/admin// /Enroll 5D3BABI1-BE30-4BIC-8434-DA4D3LF5C48/s JeR 1 ||mc|wgpam ES x ‘ ‘
RADIUS Log Level: Normal [ Debug | A
w Identity Information
+ Username: jchandra@srocade.com
Email Address:  jchandra@orocade.com
© Blocked Status: e, [ Sazk |
inguished Name:  type=admin, m=jchandra@brocade.com
- Server Name: 8rocade D8
Usar Groups:  administrator
» Device Information
v Workflow Informa
‘ Raguira the usar to accapt the AUP Acceptable Use Policy ‘ e e T ‘
‘ | All matches in ‘ Will prompt user to slect from: $02.1X, Mac-Auth, Wb ‘
| | || selection: s02.1x |
‘ sep3 | All matches in: ‘ Will prompt wser to sel=ct from: Employes, Guest ‘
| | || selecion: Emoloyes |
‘ | Bromes the user for cradantials from Brocada D& ‘ 7 uceassfil =2 ehandra@brocade com ‘
| || User s complecet e worklon || The seris sushorized o rceive = certfcetefrom ‘ssemamedefasficer. v bocade.com |
| comcaa | user ras bean izt 2 cervticre. | serendma@trocace com@steuitcamamm.brocade com viid urci 20276302, |
|| comecen || User has mutrensicsec. | Lest hensication: 22 minutes ago |
» Notifications
v Issued Certificate
© Status:  Vaid, Revoks |
Common Name: : br m ([ View Decails |
4 if Template: brocade
! Certificate Type: User + Device
* Certificate Chain:  Brocade Intermediace C4 1 (£1F320434203227C8CBESC2C51 ABEDROD2S5935)
Brocade Root CA 1 (27FS6FFA1DOE519743A9CFC28AB6B1ESDSDBC25)
Expiration Date: 20070302 0524 PST
* Begin Date: 20170202 052¢ 5T
Key Length: 2048
Serial Number:  §711ba583912c9278f67502620c13124 186620
v
- RADIUS Information
X
= htp: Iab brocade.com/admin// /Enroll 5D3BAB91-8E30-4B9C-8434-DAIDILF5CO48/: p-c Cloudpath ES i T7 8
p
~ Tssued Certificate ~
+ Status:  valid. ((Revoks )
Common Name: @defaul b (View Details
+ Certificate u Faul wbroc:
~ Certificate Type:  user - Device
¥ icate Chain:  Srocade Intermediate CA I (61E82C434203217C8CEE6C2C51A80EDFOD295839)
Brocade Root CA I (27FS6FF/
* Expiration Date: 20270302 052¢ PST
~ Begin Date: 20170202 032+ PST
+ Key Length: z0as
+ Serial Number: 5711525¢83512c927dfE75c2620c1212418668¢
+ Thumbprint: £45:85C167D066820107156505C2CFE27TSBESER
~ RADIUS Information
Accr-Session-1d
Calling-Statien-1d AD:36:5F:6E:1F:D0
c
Con-Certificate-fk 29
Con-Certificate-Templats-Pi. 2
Cpn-Enrollment-Pk- 1775
Con-Radius-Client-pk 4
Con-Registration-Pk
Con-Ssid Etherner
Filter-1¢ ip.ac
NAS-Tdentifier 1CX-Switch
Session-Timeouz
Tunnel-Medium-Type IEEE-802
Tunnel-Private-Group-Id U300
Tunnel-Type vLaN
User-Name 3 @defauk wiv.b
accountPk 1
action authenication
» Enrcoliment Variables
» Authorization Data v
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Cloudpath Information

m BB http://cloudpathsqa.cnglab. brocade.com/admin/ certificate/39/view

mmh

~ Dachboard

Cloudpath ES | rocade

Active Certificates

E P - ¢ | Ml cCloudpath E5 o e

Welcome
Frovides & ganeral overview of the|
system.

Connections.

Review curent connecions.

En:

Review envollments, incluing the:
sssocisted user. device. and
rificste informatan.

iments

Users & Devices
Review users and devices,
inclusing MAG registrions.

Certificates

Review issued carticatas.

Notifications
Revew zmaiis, SMiSss, schecules
ris, ntlogs
Event Response

Frovides the soilty to mansge
scoess in betoh to respond to
netwark events.

View Certificate

Done

» Configuration

» Sponsorship

» Certificate Authority

» Administra

» Support

58

- Common Name:

. Status:

valid Not Before:
valid Not After:

+ Organization:

Orga nal Unit:

¢ Locall

- State:

¢ Country:

Seri

I Numbe

+ SHA Fingerprint:

vaid. (Revoke |
20170202 0324 PST
20270202 0924 ST
Brocade

504

San Joss

871102528391 20927 f575¢12520¢131241866dd
£4B189C1670066840107 158505 C2CFER7 79B68EF

brocad:

g Template:

*| Certificate Authori

© Certificate Type:

* Enrollment:

Brocads Intermadiate CA 1
Usar + Device

ichandra@brocade.com

Notes:
+ Download
Public Key: (Vien ) (Donnlosd PEW | (Donnlosd DER ) ((View Deiall
 Chain: [ View | [Downlosd BEM | [ Download PKCS? |
v Usage
130 minutes ago
Ethemst
I0-Switch
¢ NAS PortID: 2
+ Enforced Template: . v brocads
©VLANID: wiaoe
© Filter ID:  inaciiin
© Last OCSP: 38 minutss ago

Last RADIUS Success:

“ RADIUS Log Level:

38 minutes g0

Normal (Debig
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MAC Authentication for an IP Phone

MAC Authentication for an IP Phone

Configure MAC authentication for an IP phone.

View Connection

Done

+ Status: 0 Connected

Username: jchandra@brocade.com
i IP Address:

MAC Address:  g:24:c4:42:88:24

SSID:
Sessjon Start Time:

NAS Identifier:

Ethernet
26 minutes ago

ICX-Switch

NAS IP:
NAS Port:
NAS Port Type:

Session ID:

Accumulated Session Time: g zeconds

Last Accounting Update: 1ss0779 millis
Input Trafficc Bytes [0 packsts)

Output Traffic: ¢ Bytes [0 packsts)

Additional Information: Enrollment Record

[ « YOI Eepemem—

[o]V]

Cloudpath ES | Brocade
moth

oc: oge<3671/ P8 0 - & || B Cloudpatn £s x

= (o

~ Dashboard

Welcome View Enrollment Record

Provides 3 general overview of he

Done

system
Connections ~ Enroliment Information

Review current comnectons.

Review envolments,incuing e

Certificates
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MAC Authentication for an IP Phone
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Use Case 5: Authentication of a Phone,
PC, and Guest User Using Flexible
Authentication

CloudpPath CoONFIGUIATION......cicec et
SWITCH CONTIGUIGION 1.ttt
Switch Show Commands and Syslog INformMation...........ccoc.evceeceeecceseeeeeee e
Combined Output for Both Ports e 1/1/1 (PC1) and e 1/1/2 (PC2 Behind the IP Phone)
CloUAPREN INFOIMNEION. ....e. s

The following example demonstrates the use for Flexible Authentication in a setup where a PC is daisy-chained to an IP phone
connected to a switch port. Refer to Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible
Authentication on page 47 for the PC behind the IP phone. Additionally, when the guest user PC1 needs to be enabled for 802.1X
certificate-based authentication, the following example shows the configuration and validation of this use case.
Client PC1 (Guest User)

802.1X username: jchandra@brocade.com

Password: Foundry1#

After authentication:

- The client should be placed in VLAN 200.

- Incoming traffic from the client should be filtered by ACL "acl1".
IP Phone: The IP phone MAC address is 0024.c442.bb24, and the IP phone is in tagged VLAN 3000.

Client PC2
802.1X username: jchandra@brocade.com
Password: Foundry1#
After authentication:

- The client should be placed in VLAN 300.
- Incoming traffic from the client should be filtered by ACL "acl1".
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FIGURE 8 Example of Authenticating an IP Phone, a PC, and a Guest User Using Flexible Authentication

CloudPath Server : 10.21.240.60

For PC1: WLAN =
For PC2 : VLAN =

Success Reply Attributes;

L:200
U:300

For Phone:: VLAN= T:3000

ACL: ip.acll.in
E 1/1/10
E1/11 ICX-Switch
10.21.240.23
E1/L2

. - I

[ ] ap

‘F;C,:l | m-‘ pc2

MAC Address: a036.9f6e.1fd0
MAC Address: 3036.5f6e.2dST Phone MAC Address: Username: jchandra@brocade.com
Username: jchandra@brocade.com 0024.c442 hh24 ) '

Password: Foundry1# Password: Foundry1#
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Cloudpath Configuration

Cloudpath Configuration

1. Configure the workflow for 802.1X guest user authentication for PC1, 802.1X authentication for PC2 (Employee), and MAC
authentication for the IP phone.

Cloudpath ES | Brocade € [ Logout

) e i P e — x

A workflow defines the sequence a user must go through to register and connect to the netwark. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/or device.

Each item below represent  step within the process. To add additional steps, click the insert arrow on the eft side
of row.

| Step 1t | Require the user to accept the AUP Acceptable Use Policy [exa |

| Step 2: | Al matches in: [ 5 g0k [ecputh | [webauth] * e |
] [

| Step 3: | All matches in: [ 7 Employes | |Guest| © \ FEXQ |

| stap 4 | Prompt the user for credentials from Brocade DB R E=Y |

| Result: | Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert.... |.e |

Cloudpath ES ‘ Brocade € @ rogou
Workdlow | > Werier |~ | s worktio | ok e | poperes | *

A workflow defines the sequence a user must go through to register and connect to the netwark. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/ar device.

Each item below represent 2 step within the process. To add additional steps, click the insert arrow on the left side
row.

Step 1: | Require the user to accept the AUP Acceptable Use Policy \ FRQ |

EET! |

[ sten | aimatchesing [ g sonix] [vacut | [ weban]| *

‘ Step 3t | All matches in: [ Erployes | | % 7 Guest| + FEXQ |
Step 4: | Send a verification code from Guest Youcher List \ﬁ KQ |
‘ Results | Maove user to Wired 3 Device Confi... and assign certificate using user www.b.... |2 |

Ruckus ICX Flexible Authentication with Cloudpath ES 5.0 Deployment Guide
53-1005026-02 63



Switch Configuration

2. Navigate to Certificate Authority > Manage Templates and verify the RADIUS policies.

Cloudpath ES x

O - o, e Wo-o
Cloudpath ES | Brocade
CClovdp

ou pﬁm

Certificate Templates

» Dashboard The certificate templates listed below define the properties embedded into a certificate when it is issued, Some
properties are static and remain the same for every certificate. Other properties are calculated or use variables, P,

» Configuration allowing them to differ per certificate based on the user and/or their device. [ acd Template |

» Sponsorship -
»  Template i: ‘ Onboard template Server Template Fo@G ‘

~ Certificate Authority

+ Template 2: ‘ Onboard template username@defaultcert.www.brocade.com FO@mG
Generate Certificate
Allows 8 cartficate o be genersied
manaly.

Commeon Name: ${USERNAME} @defaultcartnnvbrocads.com
CAType: Onboard
Issued Certificates CA Reference Name: Brocads Intermedists CA 1

Displays issued cerificstes and
sllows cartfiestes fo ba revoked

CA Common Name: Brocads Intermediate CAT

Manage Templates Chain:
Configures the cerifcate N
templates, which specty the Q| Brocede Intermegiate CA T ‘ 20381123 ‘
horotanicsof et e | Q ‘ Srocads Roct CA1 ‘ ‘ 20361123 ‘
Manage CA
Configures the cerifcate
authories, which issue Notifications: o notfications currantly exist. |
cartiioates.
RADIUS Policies: VLAN: 'Ut300
Filter 10: 'ip.acl1.in’
» Administr

SCEP Keys: No SCEP keys currently exist. [ 4dd |

» Support

- Template 3: Onboard template username@guest.www.brocade.com FoRad

Common Name: 5{USERNANE} Sgusst.wswue.brocads com
CAType: Onboard
CA Reference Name: Brocade Intermadists CA 1

CA Common Name: Brocads Intermediate CAT

Chain:

Name Notes Expires
| qQ ‘ Srocsde Intermediace CA T ‘ ‘ 20361123 ‘
[ | common | | o> |
Notifications: No notifications currently exist. | Acd |
RADIUS Policies: VLAN: 200"
Filter 1D: 'ip.acl1.in’
SCEP Keys: Mo SCEP keys currently exist. [ 434 |
Workflow W=D |w.m.r|w ” ook & Feal uDrnpertiss W
A workflow defines the sequence a user must go through to register and connect to the nebwork. This includes the
display of messages to the user, the acceptance of use policies, and authentication of the user and/or device.
Each item below represent a step within the process. To add additicnal steps, dick the insert arrow on the left side
‘ Step 1t ‘ Require the user to accept the AUP Acceptable Use Policy 7K aQ |
‘ Step 2 ‘ All matches in: | 502.1% | | % # Mac-Auth | | Webauth | + |
‘ Step ‘ Prompt the user for credentizls from Brocade DB FRQ |
Step 4: Register the MAC address for Wired Mac Auth 1. Fx |
‘ Result: ‘ Move user to Wired 3 Device Confi... and assign certificate using username@defaultcert. 4 |

Switch Configuration

|

captive-portal cp-sgal
virtual-ip Cloudpathsga.englab.brocade.com
virtual-port 80
login-page /enroll/Brocade/Production/
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vlan 2 name AUTH-DEFAULT by port
|
vlan 3 name 802.1X-GUEST by port
tagged ethe 1/1/10
router-interface ve 3
webauth
captive-portal profile cp-sqgal
auth-mode captive-portal
no secure-login
trust-port ethernet 1/1/10
enable
|
1
vlan 200 name GUEST by port
tagged ethe 1/1/10
router-interface ve 200
|
vlan 300 name 802.1X by port
tagged ethe 1/1/10
router-interface ve 300
|
vlan 3000 name VOICE by port
tagged ethe 1/1/2 ethe 1/1/10
router-interface ve 3000
|
!
authentication
auth-default-vlan 2
dotlx enable

dotlx enable ethe 1/1/1 to 1/1/2

dotlx guest-vlan 3
mac-authentication enable

mac-authentication enable ethe 1/1/2

aaa authentication dotlx default radius

Switch Configuration

radius-server host 10.21.240.60 auth-port 1812 acct-port 1813 default key Foundryl dotlx mac-auth web-auth

interface ethernet 1/1/1
dotlx port-control auto
|
interface ethernet 1/1/2
dotlx port-control auto
port-name PHONE-GO6
inline power
|
!
interface ve 3
ip address 10.21.80.189/27
|

interface ve 200
ip address 10.21.80.157/27
I

interface ve 300
ip address 10.21.80.249/27
|

interface ve 3000
ip address 10.21.80.125/27
|

ip access-list extended acll
permit ip any any
|

11dp med network-policy application voice tagged vlan 3000 priority 4 dscp 46 ports ethe 1/1/2

1ldp run
|
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Switch Show Commands and Syslog Information

Switch Show Commands and Syslog Information

For PC1 Guest User: The client is enabled for 802.1X certificate-based authentication. Without a certificate, the guest user will be placed
in the 802.1X Guest VLAN. To perform captive-portal authentication, download and install the certificate. Disconnect the client and,
while reconnecting, the user will be placed in VLAN 200.

For PC2 behind the IP Phone: Refer to Use Case 4: Authentication of an IP Phone and a PC on the Same Port Using Flexible
Authentication on page 47.

ICX-Switch#
SYSLOG: <14> Mar 2 17:18:30 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Mar 2 17:18:31 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:
unauthorized

SYSLOG: <13> Mar 2 17:19:00 ICX-Switch DOT1X: Port 1/1/1 Mac a036.9f6e.2d9f - is moved to guest vlan
SYSLOG: <13> Mar 2 17:19:00 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 3 as MAC-VLAN member
SYSLOG: <13> Mar 2 17:19:00 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 2 as MAC-VLAN member

ICX-Switch#sds
show dotlx sessions all

Port MAC IP(v4/v6) User VLAN Auth ACL Session Age PAE
Addr Addr Name State Time State
1/1/1 a036.9f6e.2d9f N/A N/A 3 init None 46 S0 HELD

ICX-Switch#show vlan 3
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64
Legend: [Stk=Stack-Id, S=Slot]
PORT-VLAN 3, Name 802.1X-GUEST, Priority level0O, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (Ul/M1) 1
Monitoring: Disabled

ICX-Switch#
SYSLOG: <14> Mar 2 17:19:29 ICX-Switch CLI CMD: "show vlan 3" by un-authenticated user from console

SYSLOG: <13> Mar 2 17:27:15 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 2 as MAC-VLAN member
SYSLOG: <13> Mar 2 17:27:15 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 3 as MAC-VLAN member

SYSLOG: <14> Mar 2 17:27:16 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 2 17:28:00 ICX-Switch System: Interface ethernet 1/1/1, state down
SYSLOG: <14> Mar 2 17:28:07 ICX-Switch System: Interface ethernet 1/1/1, state up

SYSLOG: <14> Mar 2 17:28:07 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:
unauthorized

SYSLOG: <13> Mar 2 17:28:35 ICX-Switch DOT1X: Port 1/1/1 Mac a036.9f6e.2d9f - is moved to guest vlan
SYSLOG: <13> Mar 2 17:28:35 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 3 as MAC-VLAN member
SYSLOG: <13> Mar 2 17:28:35 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 2 as MAC-VLAN member

SYSLOG: <13> Mar 2 17:28:52 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 2 as MAC-VLAN member
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Combined Output for Both Ports e 1/1/1 (PC1) and e 1/1/2 (PC2 Behind the IP Phone)

SYSLOG: <13> Mar 2 17:28:52 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 3 as MAC-VLAN member

SYSLOG: <14> Mar 2 17:28:52 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 2 17:28:58 ICX-Switch DOT1X: Port 1/1/1 - mac a036.9f6e.2d9f, AuthControlledPortStatus
change: authorized

SYSLOG: <13> Mar 2 17:28:58 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is added into VLAN 200 as MAC-VLAN member
SYSLOG: <13> Mar 2 17:28:58 ICX-Switch FLEXAUTH: Port ethe 1/1/1 is deleted from VLAN 2 as MAC-VLAN member

ICX-Switch#show dotlx sessions all

Port MAC IP(v4/v6) User VLAN Auth ACL Session Age PAE
Addr Addr Name State Time State

1/1/1 a036.9f6e.2d9f 10.21.80.161 jchandra@broc 200 permit Yes 11 Ena

AUTHENTICATED

ICX-Switch#

sdi

show dotlx ip-acl all

1/1/1 a036.9f6e.2d9f acll - - -

ICX-Switch#show vlan 200
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64
Legend: [Stk=Stack-Id, S=Slot]
PORT-VLAN 200, Name GUEST, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 10
Uplink Ports: None
DualMode Ports: None

Mac-Vlan Ports: (U1l/M1) 1
Monitoring: Disabled

Combined Output for Both Ports e 1/1/1 (PC1) and e
1/1/2 (PC2 Behind the IP Phone)

ICX-Switch#
SYSLOG: <14> Mar 2 17:39:07 ICX-Switch System: PoE: Allocated power of 30000 mwatts on port 1/1/2.

SYSLOG: <14> Mar 2 17:39:09 ICX-Switch System: PoE: Power adjustment done: decreased power by 14600 mwatts on
port 1/1/2

SYSLOG: <14> Mar 2 17:39:09 ICX-Switch System: PoE: Power enabled on port 1/1/2.

SYSLOG: <14> Mar 2 17:39:13 ICX-Switch System: Interface ethernet 1/1/2, state up

SYSLOG: <14> Mar 2 17:39:14 ICX-Switch DOT1X: Port 1/1/2
unauthorized

mac a036.9f6e.1£fd0 AuthControlledPortStatus change:
SYSLOG: <14> Mar 2 17:39:21 ICX-Switch DOT1X: Port 1/1/2 - mac 0024.c442.bb24 AuthControlledPortStatus change:
unauthorized

SYSLOG: <14> Mar 2 17:39:26 ICX-Switch DOT1X: Port 1/1/2 - mac a036.9f6e.1£fd0, AuthControlledPortStatus
change: authorized

SYSLOG: <13> Mar 2 17:39:26 ICX-Switch FLEXAUTH: Port ethe 1/1/2 is added into VLAN 300 as MAC-VLAN member
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Combined Output for Both Ports e 1/1/1 (PC1) and e 1/1/2 (PC2 Behind the IP Phone)

SYSLOG: <13> Mar 2 17:39:26 ICX-Switch FLEXAUTH: Port ethe 1/1/2 is deleted from VLAN 2 as MAC-VLAN member
SYSLOG: <13> Mar 2 17:40:20 ICX-Switch MAC Authentication succeeded for [0024.c442.bb24 ] on port 1/1/2

ICX-Switch#show dotlx sessions all

Port MAC IP(v4/v6) User VLAN Auth ACL Session Age PAE
Addr Addr Name State Time State

1/1/1 a036.9f6e.2d9f 10.21.80.129 jchandra@broc 200 permit Yes 692 Ena

AUTHENTICATED

1/1/2 0024.c442.bb24 N/A N/A 300 init None 64 Ena HELD

1/1/2 a036.9f6e.1fd0 10.21.80.228 jchandra@broc 300 permit Yes 71 Ena

AUTHENTICATED

ICX-Switch#show mac-auth sessions all

Port MAC IP(v4/v6) VLAN Auth ACL Session Age
Addr Addr State Time

1/1/2 0024.c442.bb24 10.21.80.97 3000 Yes None 258 Ena

1/1/2 0024.c442.bb24 N/A 300 Yes None 270 Ena

ICX-Switch#show dotlx ip-acl all

Port MAC Address V4 Ingress V4 Egress V6 Ingress V6 Egress
1/1/1 a036.9f6e.2d9f acll - - -
1/1/2 0024.c442.bb24 - - - -
1/1/2 a036.9f6e.1£d0 acll - - -

ICX-Switch#show mac-authentication ip-acl all

Port MAC Address V4 Ingress V4 Egress V6 Ingress V6 Egress
1/1/2 0024 .c442.pb24 - - - -
1/1/2 0024.c442.bb24 - - - -

ICX-Switch#show vlan 300
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 300, Name 802.1X, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (U1/M1) 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (Ul/M1) 2
Monitoring: Disabled

ICX-Switch#show vlan 200
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]

PORT-VLAN 200, Name GUEST, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: (U1/MI1) 1
Monitoring: Disabled

ICX-Switch#show vlan 3000
Total PORT-VLAN entries: 8
Maximum PORT-VLAN entries: 64

Legend: [Stk=Stack-Id, S=Slot]
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Combined Output for Both Ports e 1/1/1 (PC1) and e 1/1/2 (PC2 Behind the IP Phone)

PORT-VLAN 3000, Name VOICE, Priority levelO, Spanning tree Off
Untagged Ports: None
Tagged Ports: (Ul/M1) 2 10
Uplink Ports: None
DualMode Ports: None
Mac-Vlan Ports: None
Monitoring: Disabled

ICX-Switch#show 1ldp local-info port e 1/1/2
Local port: 1/1/2
+ Chassis ID (MAC address): ccé4e.24b4.7b30

+ Port ID (MAC address): ccde.24b4d.7b31
+ Time to live: 120 seconds
+ System name : "ICX-Switch"
+ Port description : "GigabitEthernetl/1/2"
+ System capabilities : bridge, router
Enabled capabilities: bridge, router
+ 802.3 MAC/PHY : auto-negotiation enabled
Advertised capabilities: 10BaseT-HD, 10BaseT-FD, 100BaseTX-HD,
100BaseTX-FD, fdxSPause, fdxBPause, 1000BaseT-HD,
1000BaseT-FD
Operational MAU type : 10BaseT-FD
+ 802.3 Power via MDI: PSE port, power enabled, class 3
Power Pair : A (not controllable)
Power Type : Type 2 PSE device
Power Source : Unknown Power Source
Power Priority : Low (3)

Power Requested: 12.0 watts (PSE equivalent: 13190 mWatts)
Power Allocated: 12.0 watts (PSE equivalent: 13190 mWatts)
+ Link aggregation: not capable
+ Maximum frame size: 1522 octets
+ MED capabilities: capabilities, networkPolicy, location, extendedPSE

SYSLOG: <14> Mar 2 17:43:04 ICX-Switch CLI CMD: "show lldp local-info ports ethernet 1/1/2" by un-
authenticated user from console
MED device type : Network Connectivity
+ MED Network Policy

Application Type : Voice

Policy Flags : Known Policy, Tagged
VLAN ID : 3000

L2 Priority HE!

DSCP Value : 46

+ MED Extended Power via MDI
Power Type : PSE device
Power Source Unknown Power Source
Power Priority Low (3)
Power Value : 12.0 watts (PSE equivalent: 13190 mWatts)
+ Port VLAN ID: none
+ Management address (IPv4): 10.21.80.249
Refer following show command to check status of radius server.
ICX-Switch#show radius server

10.21.240.60 any 0 0 0 active
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Cloudpath Information

Cloudpath Information

For Guest User PC1: Once the user is moved to the 802.1X Guest VLAN, perform captive-portal authentication.
1. Accept the user policy and click Start.

L, Il Cloudpath by Ruckus Wirel... %

& | (| doudpathsga.englab.brocade.com/enrall/Brocade/Production/process c¢ ||O\SEGJ"L'h | *|E @ 3 #

Ruckus

- Simply Better Wireless,

Welcome to the Brocade Network

j/ Access to the Brocade network is restricted to authorized users
and reguires acceptance of the Terms & Conditions below.

Once authorized for access, your device will be configured with a
unigue certificate for network access.

lagree to the Terms & Conditions

Assistance ID =ATF4 cloudpathsga.englab.brocade.com [5.0.607.3314)

_fli_ MNetwork Connections

- M0
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Cloudpath Information

2. Select 802.1X.

v

Ruckus

Simply Better Wireless.

802.1X [
802.1X Modify this option and add additional options
as needed.
Mac-Auth
Mac-Auth
Webauth
Webauth

m Network Connections
=5
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Cloudpath Information

3. Select Guest.

A

Ruckus

Simply Better Wireless.

Employee
Employee
Guest
Guest
Assistance [D =ATF4 cloudpathsga.englab.brocade.com {5.0.607 .2214)
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Cloudpath Information

Provide an email address or phone number, and click Send.

| B Cloudpath by Ruckus Wirel... %

& O cloudpathsga.englab.brocade.com/enrcll/Brocade/Production/process e | | Q, Search | ﬁ | E 4+ @ =

Ruckus

Simply Better Wireless.

To access the network, you must pass a verification process. After entering your
email address or phone number and clicking Send, a verification code will be sent
to you. You must enter the verification code on the next screen.

@ Send To Email: |jchandra@brocade.com|

© Send TXT Message:

Country:  United States (+1) -

Phone Number: | |

* Service provider charges may apphy.

© |already have a verification code: |:|

Assistance 1D =ATF4 cloudpathsga.englab.brocade.com {5.0.607.2314)

Depending on the email or phone number, the user will receive the email or text notification with a verification code.

Thu 3/2/2017 5:23 PM

Cloudpath Support <cloudpathserver@ruckuswireless.com>

Verification Code for Network Access
To M Jagadeesh Chandraiah

LinkedIn

The followmng verification code 15 required to access the network. Vernification Code: gucx
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Cloudpath Information

74

Provide the verification code and press Continue.

| [l Cloudpath by Ruckus Wirel... %

& O cloudpathsga.englab.brocade.com/enrcll/Brocade/Production/process ¢ | | Q, Search | * | E ¥+ @ =

Ruckus

Simply Better Wireless.

A verification code was sent to jchandra@brocade.com. Retrieve the verification
code and enter it below.

Verification Code:

Send Again

Assistance [0 #A7F4 cloudpathsga.englab.brocade.com [5.0.607.2214)
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6. Download the application and install the certificate.

Cloudpath Information

/A

Ruckus

- Simply Better Wireless.

To access the secure network, follow the instructions below based
on your computer's operating system.

Microsoft Windows

Download for Windows

NetworkWizardloader-85 &b exe

After downloading, go to your deskiop or downloads folder and open
the file "NetworkWizardLoader-853363eb exe”.

Show all operating systems.

Assistance ID =ATF4 cloudpathsga.englab.brocade.com (5.0.607)

You have chosen to open:

[=7] NetworkWizardLoader-853363eb.exe

which is: Binary File (706 KB)
from: http://cloudpathsga.englab.brocade.com

Would you like to save this file?

Save File

Cancel
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Cloudpath Information

76

Security Warning

A Y

You are about to install a certificate from a certification authority (CA)
claiming to represent:

Brocade Root CAT

Windows cannot validate that the certificate is actually from "Brocade
Root CAT". You should confirm its origin by contacting "Brocade Root
CAT". The following number will assist you in this process:

Thumbprint (shal): 27F56FFA 1D065197 43A9CFC2 8ABEB1ES DSDBC125

Warning:

If you install this root certificate, Windows will autormatically trust any
certificate issued by this CA, Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

Yes Mo
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Cloudpath Information

¥, Cloudpath = -El-|[ﬂ].
File Support  Help
Cloudpath
#*% Configuring your device. . .
. Licensed To : Brocade ]
\_ iy

7. Disconnect and enable the network connection on the client.
8. Navigate to Connections and look for the guest user authentication. Click the search button to view the connection.

m hittp:// nglab.brocade.com/admin/connectionData/viewConnected £ - ¢ | B Cloudpath ES x

Cloudpath ES | srocade

murh
Clovdp
~ Dashboard
Welcome
overview o the| | Q X |chmﬂ ..... ehandra@he . com@guest v, brocad Ethernet 70 s2zandk 230
system
Results 1- 1 of 1. sl B v %

Connections
Review current connectians.
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Cloudpath Information

9. Click Enrollment Record for additional information.

View Connection

Done

= Status:
Username:

+ IP Address:

MAC Address:
S551D:

Session Start Time:
NAS Identifier:
MNAS IP:

NAS Port:

MAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:
Output Traffic:

Accumulated Session Time:

Additional Information:

© Connected

jchandra@brocade.com@guest.

Al 35:59F: 6E:2D:5F
Ethernet
102 seconds 2go

ICX-Switch

101770 millis
0 Bytes (0 packets)
0 Bytes (0 packets)

0 seconds

78
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Cloudpath Information

10. Check for VLAN ID, Filter ID, voucher, device and workflow information for more details.

lzb.brocade.com/admin,

mcth

Cloudpath ES | srocade

Enrol 44D2CF7B-2980-40F2-B3B9-38626A

E O - & | B Cloudpath E5

All Enroliments

Review current cannecions.

Enrollments
Review envollmans, including the
sssocisted user, device, snd
osrificste information.
Users & Devices
Review users and devices,
incluing MAC registraticns.
Certificates
Review ssued cartficates,
Notifications
Revew emais, SMiSss, senesules|
reports, snd event logs.
Event Response

Frovides the soilty to manage
scoess in betoh to respond o
netwark events.

+ Configuration

+ Sponsorship

» Certificate Authority

» Administration

» Support

* Enrollment Status:
Name:

- Voucher Name:

- Selactions:
Operating System:
Browser:

- Form Factor:

+ MAC Address:

Notes:

~ Connection Information
* Connection State:
Session Start Time:
© Session Last Update:

- WLAN

~ Dashboard

Welcome View Enrollment Record —
sysiem.

Connections ~ Enrollment Information

Canificate Issued [ Blozk |

Jehandra@trecade.com
Jehandra@trecade.com
50253 - Guest

wing

Firfox.
Computer
AD:3619F16E: 2015

7

Connected
129 seconds ago

125 ssconds ago

Session ID:
1P Address:

sSID:

= NAS Identifier:

 NAS Port:

NAS Port Type:

Input Traffic:

Output Traffic:

+ Enforced Certificate Templates
* VLAN ID:

Filter ID:

“ Last ocsp:

“ Last RADIUS Success:

RADIUS Log Level: Nermal [Dzbuz |
+ Voucher Information
v
- Voucher List: Gues Voucher lis

Ethemst

16-Svitch (null)

ol

ol

0 Bytes (0 packets)

© Bytes (0 packets)
usemameguest v brocade.com
200

inaditin

4 minutes ago

130 seconds ago
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Cloudpath Information

/ 44D2CF7B-2980-40F2-B38

I2b brocade.com/:

wrsaressi [ 0 ~ ¢ || Bl Cloudpath £ x

+ Voucher Information
* Voucher List:

* Voucher:

© Status:

Name:

“ Em;

Date Consumed:

» Device Information

~ Workflow Information

Step1 Require the user to accept the AUP Acceptable Use Policy

stp2 Al matches in:

stp3 All matches in:

Guest Voucher List
quox

Consumed
chandrai@brocade.com
Jehandra@bracade com

20170302 1226 PST

Stp 4 Send 3 verification cods from Guest Vaucher List

it User has compiacad the wordior.
Cerificate User has been issued a certficate,

Connection User has authenticated.

F nccaptad on 20170302 1221 PST

Will promps user to select from: 802.1X, Mac-huth, Webauth
Selection: 802.1

Will promat user to select from: Employes, Guest

Selection: Guest

Voucher cods 'quoc smaiied to ichandra@brocads.com

bmitted voucher code |

Name: jchandra@brocade.com

The user i suthorized to recsive a certficate from 'ussmamed guest.wsiv brocade.com

jchandra@brocade.com@guest.wwwwbrocade.com valid untl 20180302.

rication: 130 seconcs ago

\ an Email

sehandra@brocade.com

Last Known Status

Email sent.

20170302 1224 PST ‘erfication Code for Nezwork Access

v Issued Certificate
* Status:

Common Name:

Certificate Template:

* Certificate Type:

* Certificate Chail

Expiration Date:
Begin Date:
* Key Length:

I Number:

Valid, (Ravoke |

([iew

usemarme@guest v brocade.com

User + Device

Brocads Intermediass CA 1 (LES2C4342C3217C8CBESC2CS1AB0EDRODES5835)

Brocade Root CA | (27FSEFFAIDO6S1974349CFC2848681E5DSDBC125)

20180302 1228 BST
20170202 1228 BST

2048

2428203936024 53back 121 F0cedS84ETa1

i 44D2CF7B-2980-40F2-B38

l2b brocade.com/:

Fafvi E o~

< | [ Cloudpath ES x

80

~ Tssued Ce:
+ Status:

Common Name:

Certificate Template:

+ Certificate Type:

ate Chain:

Expiration Date:
Begin Date:
“ Key Length:

I Number:

valid. ((Revoke |

(CView Detais |

usemameiguest v brocade.com

User + Devics

Brocade Intermediats €A [ (61E82C4342C301 7CBCBEEC2CS1ASOEDFOD295838)

Srocada Roet CA I (27FSEFFALDO651974349CFC2848681E3D3DBC125)

20180302 1228 PST
20170202 1228 PST
208

4282053936024 33bad4 121 FocedsBdcbsal

~ RADIUS Information

Calling-Seation-1d

dlass

Con-Registration-Pk

Session-Tmsout

accountek

Con-Certificate-Pk a0

Con-Certficzte-Template-Pk E

Con-Rads-Client-2k .

UserName Jthandra@brocade. com@guest. v

1

Con-Enralment-Pk. 777

Con-ssid Etheme:
FieerTd ipacitin

NAS-Teenchier 10H-Sritch

Tunnel-Medium-Tyoe 12802
Tunnel-Brivate-Group-1d. 200

Tunnel-Type VLAN

rocade.com

acion authentcasion

» Enrollment Variables

} Authorization Data

b System Data
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Cloudpath Information

The combined output for port e 1/1/1 (PC1) and e 1/1/2 (PC behind the IP Phone) is displayed.

m ittp://cloudpaths lab.brocade.com/admin/connectionData/viewConnected p-C HCInudpath ES x| |

ou

Cloudp

Cloudpath ES | srocade

Enrollments

Review currant conneciions.

Review enrsiiments, including the.
sssocisted user. device. and
cartficats information.

path .
Connections

~ Dashboard
Welcome 40:36:9F 16511700 . &h 10

: et inutes ago
Prowces s ganers overvzu of e QA X | © comex=d =
system. Q x © conneaed ADII619F16E12D:9F jchandra@brocads, com@guest.viww.brocade. com Ethemat 20 minutes ago
Connections QX © connecd 00:24:C4:42:88:2¢ jehandra@brocade.com Ethemet 5 minutes age

Results 1- 3 of 2.

s 0@

Y &8

View Connection

Done

+ Status:
Username:

+ IP Address:

MAC Address:
SSID:

Session Start Time:
NAS Identifier:
NAS IP:

NAS Port:

MAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:
Output Traffic:

Accumulated Sassion Time:

Additional Information:

© connected

jdhandra@brocade.com@defaultcert. wiww.broecade.com

AD:36:9F: 6E:1F: DO
Etherne:
10 minutes ago

ICK-Switch

628801 millis
0 Bytes (0 packets)

0 Bytes (0 packets)

0 seconds
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Cloudpath Information

82

View Connection

Daone

= Status:
Username:

+ IP Address:

MAC Address:
SSID:

Session Start Time:
MAS Identifier:
MNAS IP:

NAS Port:

MAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:
Qutput Traffic:

Accumulated Session Time:

Additional Information:

© connected

jchandra@brocade.com@guest.winw. brocade.com

AD:35:9F:6E:2D:5F
Erhemnet
22 minutes ago

ICK-Swinch

1204135 millis
0 Bytes [0 packsts)
0 Bytes [0 packsts)

0 seconds

View Connection

Done

+ Status:
Username:

+ IP Address:

MAC Address:
S5ID:

Session Start Timea:
NAS Identifier:
NAS IP:

NAS Port:

MNAS Port Type:
Session ID:

Last Accounting Update:
Input Traffic:
Dutput Traffic:

Accumulated Session Tima:

Additional Information:

© Connected

jchandra@brocade.com

00:24:C4:42:88:24
Ethernes
11 minutes ago

ICK-Switch

651229 millis
0 Bytes (0 packets)
0 Bytes (0 packets)

0 seconds
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Summary

The use cases can be implemented based on the network configuration and implementation designed by the administrator using Ruckus
ICX devices and the Ruckus Cloudpath Enrollment System (ES).
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